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Before You Start
Support

Support

If you need technical support, please contact your MOBOTIX dealer. If your dealer cannot help you, he will

contact the support channel to get an answer for you as quickly as possible.

If you have internet access, you can open the MOBOTIX help desk to find additional information and software
updates. Please visit:

www.mobotix.com > Support > Help Desk

Safety Notes

B This product must not be used in locations exposed to the dangers of explosion.

® Do not use this product in a dusty environment.

B Protect this product from moisture or water entering the housing.

B |nstall this product as outlined in this document. A faulty installation can damage the product!
B This equipment is not suitable for use in locations where children are likely to be present.

B When using a Class | adapter, the power cord shall be connected to a socket-outlet with proper ground

connection.

B To comply with the requirements of EN 50130-4 regarding the power supply of alarm systems for 24/7
operation, it is highly recommended to use an uninterruptible power supply (UPS) for backing up the

power supply of this product.
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Before You Start
Legal Notes

Legal Notes

Legal Aspects of Video and Sound Recording

You must comply with all data protection regulations for video and sound monitoring when using MOBOTIX
AG products. Depending on national laws and the installation location of the cameras, the recording of video
and sound data may be subject to special documentation or it may be prohibited. All users of MOBOTIX
products are therefore required to familiarize themselves with all applicable regulations and to comply with

these laws. MOBOTIX AG is not liable for any illegal use of its products.

Declaration of Conformity
The products of MOBOTIX AG are certified according to the applicable regulations of the EC and other coun-

tries. You can find the declarations of conformity for the products of MOBOTIX AG on www.mobotix.com
under Support > Download Center > Marketing & Documentation > Certificates & Declarations of Con-

formity.

RoHS Declaration

The products of MOBOTIX AG are in full compliance with European Unions Restrictions of the Use of Certain
Hazardous Substances in Electrical and Electronic Equipment (RoHS Directive 2011/65/EC) as far as they are
subject to these regulations (for the RoHS Declaration of MOBOTIX, please see www.mobotix.com, Support >

Download Center > Marketing & Documentation > Brochures & Guides > Certificates).

Disposal

Electrical and electronic products contain many valuable materials. For this reason, we recommend that you
dispose of MOBOTIX products at the end of their service life in accordance with all legal requirements and reg-
ulations (or deposit these products at a municipal collection center). MOBOTIX products must not be dis-
posed of in household waste! If the product contains a battery, please dispose of the battery separately (the
corresponding product manuals contain specific directions if the product contains a battery).

Disclaimer

MOBOTIX AG does not assume any responsibility for damages, which are the result of improper use or failure
to comply to the manuals or the applicable rules and regulations. Our General Terms and Conditions apply.
You can download the current version of the General Terms and Conditions from our website at www.-

mobotix.com by clicking on the corresponding link at the bottom of every page.
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Before You Start
Legal Notes

FCC Disclaimer

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful inter-
ference when the equipment is operated in a commercial environment. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the interference at his

own expense.
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Overview

Introduction

MOBOTIX MOVE NVR-64 premium H.265 Network Video Recorder built with Intel® Skylake
platform along with Intel® HD Graphics 530. MOBOTIX MOVE NVR-64 provides great com-

puting power and excellent graphic performance that support up to 4K resolution.

PoE Switch

With its Plug and Play (PnP) functionality, the integrated 24-port Power over Ethernet (PoE)
switch of the MOBOTIX MOVE NVR-64 directly powers and displays 24 cameras. By con-
necting additional external high speed PoE switches, the MOBOTIX MOVE NVR-64 can dis-

play up to 40 more live view cameras simultaneously.

Software & Storage

With pre-installed software, MOBOTIX MOVE NVR-64 has great flexibility to configure both
NVR and IP Camera settings based on users' needs. Moreover, MOBOTIX MOVE NVR-64
offers RAID 0/1/5/10 supporting to both expand storage and increasing the performance
when user is working on multiple tasks (e.g. watching streaming videos & recorded videos

through various browsers and setting up NVR configuration remotely).
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Overview

NVR Data Security

MOBOTIX MOVE NVR-64 is compliant with the NDAA and can be used in US government-related deployments
along with all surveillance products from MOBOTIX. MOBOTIX MOVE NVR-64 has been tested extensively to

ensure every customer an affordable, reliable, and secure end-to-end surveillance solution.

Failover/Backup Server Functionality

Out of the box, the firmware of the MOVE NVR-64 supports its primary function as a Network Video Recorder.

By using an alternative firmware, the MOVE NVR-64 can be used as Failover/Backup server. Make sure to load
this firmware on the target NVR before setting up and configuring the device. Open the MOBOTIX Download
Center www.mobotix.com > Support > Download Center > Software Downloads and click on MOVE

NVR to download the firmware.

If the MOVE NVR-64 is used as Failover/Backup server, it will no longer support the direct recording func-
tionality.

For more information on the Failover/Backup server functionality, see the section NVR Failover Service, p.
149.

MOBOTIX Documentation
The MOBOTIX MOVE NVR-64 User Guide guide contains useful information for setting up this product. Make

sure you have followed the instructions contained in this document.
L]
[w] £ [m]

To find the document, follow the link below or scan the QR code.

www.mobotix.com > Support > Download Center > Marketing & Documentation >
Manuals > Video Management Systems > MOBOTIX MOVE NVR
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NVR Installation

This chapter describes the NVR installation procedure. Uninterruptable Power Supply (UPS)
is highly recommended during system setup to prevent unnecessary data loss and system

damage caused by power fluctuation.
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NVR Installation

Unit Placement

Unit Placement

Before powering up the MOBOTIX MOVE NVR-64, please avoid placing the NVR in any space that reduces air-
flow to or from the unit. This can help preventing the unit from overheating. DO NOT operate the unit in areas
with temperatures over 40 °C/104 °F.

This NVR utilizes heat-conducting design to transfer internal heat to the case, especially to the bottom of the

unit.

NOTE! DO NOT remove the rubber feet! Always leave an open space for air ventilation on the bottom of the

unit.

Unit Setup

Make sure that your mouse, network connection, and display monitor are set up properly before powering
up. Models with PoE ports need to connect IP Cameras. Any other external devices (e.g. external hard drive)

should make connection to the unit only AFTER the system is completely powered-on.

System Startup

Power Up and Login

First Login
When logging in for the first time, you need to set the password for the Admin account. Make sure to store

this password information in a safe place.

NOTE!

B Password length is 6 to 12 characters.

® These characters are allowed: A-Z, a-z, 0-9, #5%&'-.@"_~

At this point, you can also choose your preferred user interface language.
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NVR Installation
System Startup

Login
Once the NVR is powered on, a popup window will appear:

B Click on OK to continue as user Guest.

NOTE! As guest user, you can only see live video. It is not possible to change any settings or to export
data.

B Select a different user and enter the password.

Failover/Backup Server Functionality

NOTE!
Out of the box, the firmware of the MOVE NVR-64 supports its primary function as a Network Video
Recorder.

By using an alternative firmware, the MOVE NVR-64 can be used as Failover/Backup server. Make sure to
load this firmware on the target NVR before setting up and configuring the device. Open the MOBOTIX
Download Center www.mobotix.com > Support > Download Center > Software Downloads and click on
MOVE NVR to download the firmware.

If the MOVE NVR-64 is used as Failover/Backup server, it will no longer support the direct recording func-
tionality.

For more information on the Failover/Backup server functionality, see the section NVR Failover Service, p.
149.
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4

System User Interface Introduction

After system startup, the NVR Live View window will appear. The following sections
describe the items on the user interface.
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System User Interface Introduction

Live View Window Overview

Live View Window Overview

A Function Tabs B MISC.
(o Channel Viewing D Hybrid View

Function Keys Layout Management
E View Management F Camera Setup Panels
G Camera Title Bar

A - Function Tabs

Item Description
Function Tabs Live View, Playback/Export, Add Device, Record, Setup and Log.
B - MISC.

anadmin v | i g} 2019/06/03 PM09:41:22 ()
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System User Interface Introduction

Live View Window Overview

Item

Login/Logout
(Admin/Guest)

System Info

Instant Notification

Date/Time

Power Panel

Description

Login the NVR system with an authorized user account or logout the currently
logged-in account.

Click j todisplay the NVR System Info Pane. Basic NVR information can be
checked here, e.g. NVR software version, CPU status, RAM (memory) usage,

etc. Click § again to hide the System Info Pane.

Click £ to display the notification center.
System

B When either read/write speed is slow, or CPU temperature is high,
users will receive warning messages here.
Device

B When an IP camera event is triggered, the alert messages will be listed
here.
Edge

B Download Status: You can check the download status when the NVR
is retrieving data from the edge recording device of a connected IP

camera.

B Upload Status: You can check the progress of file uploading to cloud
storage here.

Alarm notification

When there is alarm, there will be notification shown here.

This shows the current date/time information.

Click Q) to display the Power Panel. Select the corresponding option to

safely reboot or shutdown the NVR system.

C - Channel Viewing Function Keys

SEQ4sec ~ | 0"
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System User Interface Introduction

Live View Window Overview

Item Description
Sequence Display This function is used to sequence the live view videos in single-channel mode from
the connected IP cameras to avoid manual backtracking.

Select the sequence dwell time (4 to 15 seconds) and check the box to enable

sequence display in single-channel mode.

Snapshot This function is used to capture the current viewing in Live View or Play-
back/Export tab.
Full-Screen Click |3<], and the NVR will go full-screen. Move the mouse cursor to the top-center

of the monitor, and a float function bar will show up. Click ” to fix the function
bar. You can capture the current viewing image by clicking g&§. To exit the full-

screen mode, click @, and the NVR will return to the previous viewing mode.

D - Hybrid View Layout Management

{ | Hybrid View Auto Layout ~ ~ ll

Item Description
View Layout Setup You can choose or design their desired display layout by selecting Hybrid View Auto
Layout or Hybrid View Custom Layout.

B Hybrid View Auto Layout: The NVR automatically adjusts the layout to the

suitable layout format when new IP devices are added.to the NVR.

® Hybrid View Custom Layout: You can self-define the display layout using this
function. The NVR provides users at most 4 display layouts to setup. The fol-

lowing section will further describe how to setup a display layout.

Hide View Pane Click € to hide the View Management Pane and Camera Setup Pane. Click » to

show the pane.
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System User Interface Introduction

Live View Window Overview

E - View Management

(®) Normal ) E-Map

£ Properties
*  Camera View
iP#% CH1 - 192.168.50.150
IPe CH2 - 192.168.50.21
P CH3 - 192,168.50.111

Item Description

View Management Normal Mode
Here lists all IP cameras connected via network or the PoE switch under Cam-
era View.
E-Map Mode
You can import the layout of the monitoring area and place the locations of the
cameras on the map. Refer to next section for further description.

F - Camera Setup Panels

Camera PTZ Control

<

Camera Image Setup
Camera Video Format
Camera Motion Setup
Camera Audio Detection Setup

Camera Schedule Setup

Camera Video Analysis Setup A"
Camera Fisheye Setup oy
Camera Mask Setup )
Camera Text Overlay Setup b

I

Camera Alarm Setup
Camera IR/Exposure Setup

<

Camera Information

L

Item Description
Camera Setup Panels When IP cameras are connected to the NVR either via PoE ports on the rear
panel or via network, you can adjust several main settings of IP cameras.

Also, basic information of the selected IP camera can be checked under Cam-

era Information. Each setup pane will be described in later sections.
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System User Interface Introduction
View Layout Setup

G - Camera Title Bar

CH1 - MegaPixelCamera
CH4 - MegaPixelCamera

Item Description

Camera Title Bar Camera title bar is above each channel grid. You can check the connection status of
the IP camera by its color.

® Gray: When the NVR is @ started for the first time, or @ currently not con-
necting any IP cameras, the title bar is in gray, indicating no IP camera is con-
nected to the channel grid.

B Green: The green title bar suggests the NVR is connecting the IP camera.

B Blue: The blue title bar indicates the connection between the NVR and the IP

camera is in good condition.

B Red: The red title bar indicates there is connection failure between the NVR

and the IP camera.

View Layout Setup

You can setup their preferred NVR window layout. Select Hybrid View Custom Layout and the available tools
will be shown in the drop down menu.

' Hybrid View Custom Layout ~ |

Follow the description below to add/edit/save/delete the layout.
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System User Interface Introduction
View Layout Setup

Add/Rename a Display Layout

. Clickm Add to add new layout to the list. The maximum layout amount is four.

® To rename a layout, right click the layout button, click Edit name to rename the selected layout, and
click OK to save the setting or click Cancel to discard changes.

Edit a Display Layout

1. Select a layout from the layout list.

2. ClickE Edit to enter its layout setup mode.

3. To resize a channel grid, first click on a channel grid. Then click and drag any corner of the yellow frame
to draw a preferred grid layout. When finishing the drawing, release the mouse.

CH1 - MegaPixelCamera

4 - MegaPixelCamera

N
Wi
.-.
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System User Interface Introduction
E-Map Setup

4. To add more channel grids, click @:ERe T » N Add Row L A. To remove the added columns
or rows, clck o T

5. Two different channels can be swapped. Click and drag any channel from its original grid to the desired

grid and drop the channel.

6. Click [@ Save to save and apply the layout setting.

Delete a Display Layout

B To delete a layout, right click on the desired layout button and select Remove. The layout will be

deleted from the list.

E-Map Setup

E-map function allows user to upload and illustrate the position of cameras on a user-selected image (e.g.
floor plan). Select ® E-Map under View Management Panel to display the E-Map window and follow the

instruction to setup E-Map.
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System User Interface Introduction
E-Map Setup

Add Maps

Map files must be in any of the following formats BMP, JPG or GIF.

. Right click Global Map and select Add Map.

=

2. Select the map image from an external storage.
3. Name the selected map.

4. Click| Apply | to add the map into the list.

5. Click and drag the Google Map location icon , to the desired location.

Google Map Function

You can add new map files and mark them on the geographic locations from Google Maps. Select a map file.

To use this function, Internet connection to the NVR is required.

1. Click /E| to zoom in/out on the Google Map and find the desired location.

2. Click and drag the yellow Pegman icon £ to the desired location. Drop the icon on the map to see the
street view.
3. Add a new map to the desired location/area. Once the map is added, the Google Map location icon ' will

be shown on the map.
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System User Interface Introduction
E-Map Setup

4. Move the mouse cursor to ? and you can preview the map.
5. Double click? to display the map.

6. To re-locate the map, click and drag ? to the desired location and drop the icon.

NOTE! Other additional functions may vary depending on the applied version of Google Maps.

Update Selected Maps

1. Select any map from the E-map list, and click Edit , or select and right click on the map and click Edit to
modify the map.

2. Upload new map and modify the name.

3. Click | Apply | to save the changes.

NOTE! Please make sure to adjust location of the camera icons after updating new map.

Add Cameras

Follow the steps to add the camera to the map.

1. Select the desired map from the map menu.

2. Click add = and select|add Cameral

3. Input the name of the camera.
4. Select a camera from the Select Camera drop-down list.

5. Select the camera type, Normal or Fisheye.

6. Click| Apply |. The camera will be added to the map.

Edit Cameras

You can revise the names of the added cameras.

1. Select any camera on the E-map menu, and click Edit . Alternatively, right click any camera in the map

list and select Edit. The Camera Setup window will appear.
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System User Interface Introduction
E-Map Setup

2. Reset the camera name.

3. Click| Apply | to save the settings.

Change Camera Location on E-Map

After cameras are added to the map, you can designate the camera to the desired areas on the map to show

the exact location of the camera.

— X
e = ‘W y
[ ]
KITCHENS —1

L =

£
— he
Icon Description
e IP Camera/PTZ Camera
= Fisheye Camera
w

Item Action

A Display Camera Live
View
Re-locate the Cam-

era lcon

B Adjust Camera Field
of View

(o Adjust the Camera

Direction

Description

Double click the camera icon to display the live view of the camera. Double

click again to hide the view.

Click and drag the icon to the desired location.

Click, hold and drag either point to adjust the camera’s field of view.

C At the camera fields of view (triangle), click, hold and drag to rotate the dir-

ection of the camera icon.

Delete Cameras

Select any camera on the E-map menu, and click Delete . The selected camera will be removed from the list.
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System User Interface Introduction
Snapshot

Delete Maps

Select any map on the E-map menu, and click Delete . Alternatively, right click any map from the map list

and select Delete. The selected map will be removed from the list.

Snapshot

The NVR allows users to capture the current viewing image in Normal Viewing Mode or in Playback/Export
tab.

1. Click &y at the top-right of the monitor, and the current viewing will be captured.

2. Click from the pop-up Snapshot Window to save the captured, or click to cancel. You can
view and export the snapshots in the Playback/Export tab.

Audio (Talk/Listen) On/Off

Audio (Talk/Listen) is used to switch on/off the audio of the selected IP camera channel.

When both Listen and Talk functions are activated at the same time, users are able to make two-way audio
transmission between the NVR and the selected camera which supports the audio function.

1. Move the mouse cursor to any channel grid, and an Audio icon #) will show up.

2. Click on the icon to display the drop-down menu as below.

£ Listen On/Off
£ Talk Cn/Off

Listen On/Off

1. Click #Listen On/Off to enable the NVR to receive audio from the camera. A speaker icon @ will be at
the bottom-left of the channel grid as a reminder.

2. Select again to disable the Listen function.
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System User Interface Introduction
Digital Zoom

Talk On/Off

1. Select #Talk On/Off to enable the NVR audio transmission to the camera site. You can speak or send an
audio via the microphone connected to the NVR to the selected camera.

2. Select again to disable the Talk function.

NOTE! Audio function can only be enabled one channel at a time.

Digital Zoom

You can view the camera zoom-in images via digital zoom function.

1. Move the mouse cursor to any channel grid and scroll up/down the mouse wheel to zoom in/out. The
zoom-in magnification will be displayed on the top left corner of the grid. The maximum magnification is

10x.
2. Click at any position to set the position as the center of the display screen.

Event Icons

When an alarm or event occurs, the icon corresponding to the event type will show up at the bottom-left of
the channel grid.

Icon Description

Motion detection

@ Alarm input triggered
S

(%] VA Event Detection
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System User Interface Introduction

Image Adjustment Icons

Image Adjustment Icons

Click the following icons at the bottom-right of each channel grid to adjust the view image.

Icon Description
w Rotate the View 90°
o Fill Up the Channel Grid
r Return to Original Aspect Ratio

Camera PTZ Control

The NVR supports PTZ control function. In Live View, select a camera channel that equips pan/tilt/zoom func-
tion and expand the Camera PTZ Control Pane on the left of the monitor.

PTZ Control Icons

The PTZ control icons are Focus Far/Near, Iris Open/Close, Zoom Out/In, Preset, Auto Focus and Direction

Control Panel. The functions are described as below.
Icon Description Icon Description Icon Description

@ Focus Far @ Focus Near Iris Close

Click to focus the lens of Click to focus the lens of selected Click to shrink the Iris on
selected camera at a camera at a nearer point. the selected cam
farther point.

@\ Iris Open / =\ Zoom Out /4 Zoom In
\J Click it to open the Iris @J Click it to zoom out the lens of . Click it to zoom in the lens
on the selected camera. selected camera. This function is of selected camera. This
to shrink the current image and a function is to enlarge a cer-
larger viewing area can be dis- tain area.
played.
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System User Interface Introduction
Camera PTZ Control

Icon Description Icon Description Icon Description

7~ Set Tour Go Tour Set Preset

This function is to setup This function is to set up

at most 8 tour paths of certain position as a preset
the camera and execute point and go to the pre-
the tour path for view- determined preset pos-
ing itions for viewing.

@ Go Preset Auto Focus Delete Preset

Click this button to automatically
adjust focus of the selected cam-

era.

Direction Control Panel

Click and drag the control button (in the center of the panel) to pan and tilt the lens of the selected camera.
The pan/tilt speed depends on the distance between the control button and the Direction Control Panel. The
farther the control button is dragged from the center of the panel, the faster the pan/tilt speed is, and vice

versa.

Set Preset Points

The NVR allows users to record current positions for PTZ camera as preset. The amount of preset points may
vary based on manufacturer's setting. Follow the steps to setup preset points:

1. Click a camera channel that equips preset point function.
2. Select a preset number from the preset list.

3. Use the Direction Control Panel to pan/tilt the camera to the desired position.

4. Click (¥)to save the position. The recording icon [#1_[+] will turn green [#1 [+, indicating this preset
point has been set.

5. To remove the preset point, select the preset point from the preset list. Then click . The recorded pre-
set point will be cleared and the recording icon [e1 || will turn grey.
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System User Interface Introduction
Camera PTZ Control

Call Preset Points

Follow the steps to call preset points:

1. Click a camera channel that equips pan/tilt/zoom function.

2. Select a preset point number from the Preset Point List.

3. Click C‘@ to call the preset point. The selected camera will automatically move to the preset position.

Set Camera Tour Path

Follow the steps to set tour paths:

1. Click a camera channel that equips pan/tilt/zoom function.

2. Select a tour path number from the Tour Path list.
3. Click g’ to start recording the tour path.
4. Use the Direction Control Panel to pan/tilt the camera to set a tour path.

5. Click to save the position.

Run Camera Tour Path

Follow the steps to run the recorded camera tour path:

1. Click a camera channel that a camera tour path is already set.
2. Select a Tour Path number from the Tour Path List.
3. Click @_‘), and the camera will start touring as recorded.

4. Click Direction Control Panel to end the camera tour.
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Camera Image Setup

You can configure the image settings of the selected IP camera. The image settings include image adjustment,
noise reduction, white balance, etc.

Camera Image Setup ~

Brightness +12 -
Sharpness +4 *
Contrast +6 o
Saturation +6 -
Hue +12 =

o
Moise Reduction [—
2DNR an s

Color NR
Video Type
White Balance

| Refresh |[ Apply ]

1. Select the desired IP camera channel and start setting. When adjusting image configuration, you can

watch the channel grid to check the change of image setting.
2. Click to keep the settings, or click to reload the settings.

NOTE! Some setting functions may not be available for certain IP camera models. The unavailable func-

tions will remain gray.

Camera Video Format

You can configure the settings of video format, including video resolution, video rotate, CBR/VBR mode, etc.

" Click to keep the settings, or click to reload the settings.

NOTE! Some setting functions may vary based on the camera types (H.264/H.265 IP Camera). Refer to the

figures below.
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H.264 IP Camera

Camera Video Format P8

Stream Mode

H.264 + H.264 ~

|
H264-1 1920x1080 (3 |
H264-2 640x480 (30ff ~ |
H264-1 Profile | main |
H264-2 Profile main v J
H264-1 Bitrate | 4096 \
H264-2 Bitrate | 1024 |
H264-1 FPS 130 |
H264-2 FPS 130 |
Rotate Type |0 |
H264-1 Mode | vbr |
H264-2 Mode  |vbr -

Refresh H Apply l

H.265 IP Camera

Camera Video Format e

Stream 1
Encoding IYES M I
Stream 2 =~
Encoding Yes
Stream 1 Encode -
Tyne h264
Stream 2 Encode
Type 'h264 v
Stream 1
Resolution I 1920x1080  ~ I
Stream 2 e
Resolution 800x600
Stream 1 Profile [high v
Stream 2 Profile Ihigh v
Stream 1 Rate -
Control cbr
Stream 2 Rate
Control ICbr hd |
Stream 1 Bitrate |4096 |
Stream 2 Bitrate | 1024 |
Stream 1
Framerate |30 |
Stream 2
Framerate |30 |
Stream 1 GOV
Length 60 |
Stream 2 GOV
Length |60 |
Rotate Type [flip v

I Refresh l [ Apply
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Camera Motion Detection Setup

Motion detection settings include Motion Index, Sampling, Detection Level, Sensitivity, Time Interval, and
Motion Detection Areas. Click any IP camera channel and select Camera Motion Setup to enter the motion
setup mode.

NOTE! To ensure the motion detection function is enabled for the NVR, go to Setup > System > Event Man-
agement to enable event trigger function (Refer to Event Management under System Setup for further
instruction).

Camera Motion Setup

Motion Intensity 8

=3

Motion
Sampling
Detection Lvl.
Sensitivity
Time Interval

Region

1L

[ Refresh H Apply

Motion Index

NVR supports each IP camera 4 sets of motion detection settings. Select from the drop-down menu next to
Motion. In each motion index, you can set at most 10 sets of motion detection windows.

Sampling

You can configure the interval of sampling pixel (e.g. if user set the interval as 5, IP camera will take 1 samplig
pixel from every 5 pixels of each row and each column in detection area and compare). System will trigger the
alarm when differences are detected.
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Detection Level

Detection level is how much the camera can accept the same sampling pixel's difference within a short time.

Lower detection level detects more minor motions.

Sensitivity

Sensitivity is used to set the motion detection intensity percentage. Higher sensitivity means system will trig-

ger motion detection alert with lower motion intensity detected.

Time Interval

You can adjust the interval between each detected motion.
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Detection Area Setup

The setting methods for H.265 and H.264 IP cameras are different. The following individually describes how to
set a detection area for both types of IP cameras.

B H.265 IP Camera

— Click and the Motion Region Setup window will pop up as below. The detection area is

divided into 1200 (40x30) detection grids; you can paint and select motion detection region with

the mouse.
Motion Region Paint Setup __| Enable Brush SelectAll Clear All A
5 1
I
L dooty [cooadl.] )

— Check the Enable Brush box; left click and move the cursor to paint preferred motion detection

region.
— Click Select All to set the entire monitoring area as detection area.

To erase the detection region, un-check the Enable Brush box; left click and move the cursor to
remove motion detection region.

— Click Clear All to erase all selected motion detection region.

— Click to save the settings, or click to reload the settings.
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® H.264 IP Camera
In motion detection setup mode, a red outlined detection window will be displayed on the channel
grid. Motion detection area may vary between different IP camera models. Follow the instructions to
setup motion detection:

— Click on the center of the motion detection window and move it to preferred location.

— Click on the outline of the motion detection window and drag the edge to change the size of the

motion detection window.
— To add a new detection window, right click the channel grid and select Add New Window.

— Click Apply to save the settings.

Edit the added detection window

1. Toremove a motion detection window, right click on selected motion detection window and select
Remove Selected Window.

2. To remove multiple motion detection windows, right click on anywhere within the channel grid and
select Remove All Window.

3. Click to save the settings for the selected IP camera, or click to reload the settings.
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Camera Video Analysis Setup

The NVR allows users to connect and setup IP cameras implemented with Video Analytics function.
The following instructions briefly describe how to setup video analysis function; for more detail, please refer
to Video Analytics Manual.

IS CETTN CET CIEN : - - | i & =monioes

Clagane: = ||

'
[+ Show Event Trigger
T —
Eroie
Selected Behavio

Select
Add Rect

Add Prbmpon
Add Rect

Add Palygon
Dibject Size Filter

Name
Drectons
Dwell Time Eﬁsmnds

Appy_|

1. Go to Setup > System > Event Management to select the IP camera that contains VA function.

Click on Event Type drop-down menu to select Video Analysis and check the Event Trigger box to enable

event notification. Refer to section Event Management under System Setup for more details.

N

You can setup and implement two sets of video analysis functions simultaneously. Select Video Analytics
1/2 from the drop-down menu and select On from the enable drop-down menu to activate.

w

4. Select video analytics type from the Selected Behaviors drop-down menu and choose preferred VA func-
tion (VA options include: Abandoned Object, Intrusion Detection, Camera Sabotage, Wrong Direction,

Loitering Detection, Object Counting, Object Removal, and Stopped Vehicle).

5. Click to save the settings after finish configuration, or click to reload the settings.

Behavior Settings

Behavior settings may vary based on different Selected Behavior. Certain Video Analytic functions (intrusion,

object misplace/removed) require zone settings. Zone settings allow the NVR to monitor if the detection zone

is triggered.

NOTE! Behavior Settings may vary based on the event types of Video Analytics.
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1. Zone Setting Menu: On the channel grid, right click to display the setting menu. Setting menu includes

all zone setting functions.

2. Complete configuring all functions and click[_apply | to save the settings.

3. Name: Name the detection zone.

4. Directions: Set the direction of motion the camera should track. Alarms will only be triggered when the
camera detects motion in the specific direction.

5. Dwell time: Set the amount of time that an alarm continues when the alarm is triggered. Dwell time
ranges from 1 to 1000 seconds.

6. Delay before alarm: Alarm will trigger when selective motion past the set time (between 20 to 1800
seconds).

7. Alarm at: Alarm will trigger when the number of object reaches or exceeds the set number.

8. Reset counter on alarm: Check to reset object count, or un-check to restart object counting function

from zero.

9. Click to save the settings.

Camera Fisheye Setup

I

Camera Fisheye Setup

Dewarping Type |FrontEnd  ~

Installation Ceiling Moun ~
Stream 1 View "

Mode overview
Stream 2 View

Mode 4pz

[ Refresh H Apply

The NVR allows users to adjust dewarping type between Back End dewarping and Front End dewarping
depending on the camera’s DSP. Select fisheye camera channel and click Camera Fisheye Setup on the left

to display the settings.
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Fisheye Dewarping Type

Front End Dewarping
Front End dewarping is mainly for fisheye camera equipped with dewarping function. Select Front End and
choose which installation method under Installation according to the camera mounting method.

® Click to save the settings, or click to reload the settings.

The following includes dewarping view modes under Stream 1 View Mode and Stream 2 View Mode for Ceil-
ing/Wall mount installation.

® Stream 1 View Mode
You can view the live streaming video without dewarping.

B Stream 2 View Mode
For cameras installed on Ceiling Mount, you can choose the dewarping mode between 360 View and

4PTZ View.
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B 360 View
This mode contains two 180° view dewarped live images.

CH1 - MegaPixelCamera

2017/09/30 02:02:48

B 4APTZ View
This mode contains four ePTZ view dewarped live images. For cameras installed on Wall Mount, you
can choose the dewarping mode between 180 View and 2PTZ View.

CH1 - MegaPixelCamera

2017 /09,
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B 180 View

This mode contains one 180° view dewarped live image.

CH1 - MegaPixelCamera

® 180 2PTZ View
This mode contains one 180° view dewarped live image and two ePTZ views.

H1 - MegaPixelCamera

Fisheye ePTZ Function

Under 4PTZ View or 180 2PTZ View mode, you can move the image around by using the Direction Control
Panel and Zoom In/Out icons like normal PTZ functions (Pan/Tilt/Zoom) under Camera PTZ Control panel.
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Camera PTZ Control Camera PTZ Control

& @

4PTZ View 180 2PTZ View

Back End Dewarping

Back End dewarping is designed for fisheye cameras which do Camera Fisheye Setup N

not include dewarping function. The NVR will dewarp fisheye

Dewarping Type |Back End v

source images and provides several dewarping modes for users

to choose. Select Back Eljld a.nd choose the installation type Installation Ceiling Moun ~
under Installation. Click | Apply ' to save the settings, or click

to reload the settings.

Refresh Apply

After switching to Back End dewarping mode, |E| icon will
appear on the bottom-right corner of the channel grid. |E| includes Normal View, PTZ View, 360 View, Quad
View, OPR View, and 103R View. Select preferred mode and the NVR will automatically dewarp the source

images from fisheye.

The following includes details about dewarping view modes within |E| for Back End dewarping.

NOTE! Back End dewarping function is available for fisheye cameras with or without dewarping function.

44 /158



System User Interface Introduction
Camera Fisheye Setup

= Normal View _Q_]

Select _Q_j to view the live videos without dewarping.

" p1ZView []]

Select _D_’ to view the dewarped live images.
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® 360 View _EJ

Select B3] to view two dewarped 180° live view images.

" QuadVview FH|

Select EH | to view four dewarped regional live view images.
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® OPR View (One Original View, One Panoramic View & One Regional View)
g g

Regional View

—

Panoramic View

Select ER | to view one original view, one panoramic view & one regional view.
OPR display mode allows users to check the dewarped live view in 180° display with a regional view.

You can also check the corresponding location of both views with a source image without dewarping.

" 103R View FH| (One Original View & Three Regional Views)

Regional View

Regional View ) \ Regional View

Select F8 | to view one original view & three regional views.
103R display mode provides users three ePTZ views with a source image without dewarping.
For both OPR View and 103R View, you can utilize ePTZ function in any regional view to monitor different

areas. Click on any regional viewing grid to select preferred view. Click and drag the cursor to change the loc-

ation of the regional view. You can also move the blue box on original viewing grid to change monitor area.
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Camera IR/Exposure Setup

Camera IR/Exposure Setup ~

Exposure Mode [auto

Max Gain 13

Min Shutter

Speed IS e ]
IR Mode IIightsensor ]

IR Day Threshold |7

IR Night |3
Threshold

[ Refresh ” Apply ]

The NVR allows users to configure the IR function and exposure settings of the IP camera.

Exposure Settings

Exposure settings control the amount of light received by the image sensor. System changes the width of lens
diaphragm, shutter speed, and other exposure parameters to achieve different result.

1. Select a suitable exposure mode for the selected camera from the Exposure Mode drop-down list. Expos-

ure modes may vary accordingly with the IP camera model. Refer to the IP Camera's user manual for fur-

ther information before setting up relevant parameters (e.g. shutter speed, max gain, etc).

2. Click to save the settings, or click to reload the settings.
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IR Function Setup

IR Function changes IR cut filter's reaction to allow/prevent infrared (IR) light reaching the image sensor.

® IR Mode: Defines the action of the IR cut filter. Refer to the descriptions of each option and select a

suitable mode.

Auto: Allows the camera to decide the occasion to remove the IR cut filter. It will not process the

received image or use light sensor to detect light resource.

Manual On: Removes the IR cut filter to deliver clear images in black and white under low light

level.

Manual Off: Activates the IR cut filter to filter out the IR light and allow the camera to deliver
colored high quality images.

Smart: Allows the camera to decide the occasion to remove the IR cut filter. Smart mode mech-
anism is judging whether the main light source is coming from IR illumination. This mode prevents
camera from turning off night mode when secondary light source exists but was not enough to
help the camera provide a clear image. For cameras with built-in IR LED module, three additional
IR function modes are available: Light Sensor/Light On/Light Off.

Light Sensor: Light Sensor detects light source and judge if ambient illumination requires IR LED

lights to provide clearer image.
Light On: Always turn on IR LED lights.
Light Off: Always turn off IR LED lights.

IR Day/Night Threshold: IR Day/Night Threshold is used as light level standard for cameras to
switch between Day/Night mode. Threshold value represents the level of light for camera's ambi-

ent illumination. The range of the threshold value is from 0 to 10 (0=Dark; 10=Bright).

® |R Day Threshold: Camera switches to Day mode once ambient illumination light level reaches the set

value. Default value is 7.

® IR Night Threshold: Camera switches to Night mode once ambient illumination light level reaches the

set value. Default value is 3.

® Click to save the settings, or click to reload the settings.
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Camera Information

Camera Information hvs
Site Name: MegaPixelCamera
IP: 192.168.50.23
Type: IP Cam

Main Format: H265

Sub Format: H265

Main Video Size: B800x600

Sub video Size: £00x600

Main Frame Rate: 25.00

Sub Frame Rate: 25.00

Main Stream BPS: 384.02kbps

Sub Stream BPS: 231.93kbps
Audio Format: Unknown

Audio PPS: 0.00

Audio Bit Rate: 0.00kbps

You can check brief summary of the selected IP camera. Click on any IP camera channel from the View Man-
agement's Camera View list or from the display layout to see the basic information. Camera information

should include site name, IP address, device type, video format, etc.
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You can configure basic NVR settings such as language, factory default, date/time, network,

user account, management, etc. Click Setup to access the general NVR configuration menu.

NOTE!
Out of the box, the firmware of the MOVE NVR-64 supports its primary function as a Net-
work Video Recorder.

By using an alternative firmware, the MOVE NVR-64 can be used as Failover/Backup
server. Make sure to load this firmware on the target NVR before setting up and con-
figuring the device. Open the MOBOTIX Download Center www.mobotix.com >
Support > Download Center > Software Downloads and click on MOVE NVR to down-
load the firmware.

If the MOVE NVR-64 is used as Failover/Backup server, it will no longer support the direct
recording functionality.

For more information on the Failover/Backup server functionality, see the section NVR
Failover Service, p. 149.
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NVR Setup
Language

Language

(¥) Playback/Export

Language Language:

General English -

System

Metwork

Storage apply | | cancel

User Managr_rment

Display

PoE Management

1. In Setup, select Language to enter the language setting.

2. Select the preferred language from the language list to change display language.

3. Click| aApply | tosave and apply the settings or click| cancel |to reload current settings.
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General

Select General to enter the basic NVR setting menu.

] Live View (®) Playback/Export

Language Factory Default:
Back to factory default E
System Firmware Info:

Kernel version : #20171006M1_ac82e4¢.01
Network

Storage Remote version : 2017.10.20.1e100f8

Version : 2017.Q4.1027.7d0aef6 Upgrade |
User Management Dl ot

Display Audio Output:
POE Management ' HDMI2 v
Import/Export Configuration:
- Import Export
Apply Cancel

Factory Default

You can load factory settings for the XMS software.

1. Click and read the warning message on the pop-up window.

2. Select Yes to proceed loading factory setting or click No to cancel.
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Firmware Info

Current firmware version of the NVR can be viewed here. You can also upgrade the firmware by uploading
new firmware.

1. Connect an external storage with upgrade firmware for the NVR.
2. Click | upgrade | and a Select File window will pop-up as below.

Select File
Filename Size

oooo KB

1 fileds) found
Confirm Cancel

3. Select the preferred firmware (*.zip/txz/txz.sha512) file and click to start the firmware upgrade

progress. The NVR will automatically reboot after the system finish firmware upgrade.

Audio Output

You can change preferred audio output mode between HDMI 1, HDMI 2, HDMI 3, and Line Out.

B After selecting the preferred audio output mode, click Apply to save the settings, or click Cancel to
reload current settings.

Import Configuration

You can load NVR configuration file that was previously exported from another device through an external
drive.

1. Connect the external drive that stores the configuration file to the NVR and clickl_rﬁ:égﬁi to display the

Select File window.
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2. After selecting the preferred configuration file, click to start importing the configuration, or

clickij_axal_ii to stop. A warning message will appear to notify users that the XMS system will reboot
after the configuration file is imported.

Export Configuration

You can export the current XMS configuration to an external drive.

1. Make sure the external drive is connected to the NVR before exporting the configuration file. Click
s Export and select the preferred export file location.

2. Read the confirmation pop-up window to confirm the exporting file location.

3. Click to start exportation or click ;_'"E.'aEF'_; to stop.

NOTE! Export the configuration file every time before upgrading the XMS system. In addition, backup the
configuration file regularly to avoid unexpected conditions.

System

You can configure the NVR system settings such as date/time, Joysticks, System Monitor, Event Management.
Refer to each corresponding section before configuring the system setting.
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Date/Time Setup

You can set the system date, time and other OSD (On-Screen-Display) parameters in Date/Time setting menu.

(*] 'F'I"'fr't"'-"'- k -'E.r.[::m:

Language 2021.08.25, Wednesday AM 03:52:36

Date/Time Setup:

Sun Mon Tue ‘Wed Thu Fri  Sat

i 2 3 4 3 <] 7
B 8 11 11 12 13 14
13 16 17 12 19 20 21

22 23 22l 6 27 =
29 30 31

03:52:29 AM -
Date Format:
Y MM/DD -
Use 24 Hours

Time 2one:
Video Analysis
ihaesonderl e (UTC) London -

NTP Server Setup:
|time. nist.gov | update

Enable Auto Sync

Apply Cancel

Date/Time Setup

1. Click and select a date from the calendar to change the date on the system.

2. Click in the time field and press the UP/DOWN arrow buttons or scroll the mouse wheel to change the cur-

rent time.
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Date Format
You can choose the preferred date display type. Four display type includes: YYYY/MM/DD, YYYY/DD/MM,
MM/DD/YYYY or DD/MM/YYYY. “Y” represents Year, “M” represents Month and “D” represents Day.

® After selecting preferred format, click!:é_p_@_g._f_'i to save the settings, or click | Cancel_:i to reload cur-

rent settings.

Time Zone
You can select their own current time zone. Visit www.greenwichmeantime.com to find out the correct local

time zone.

NTP Server Setup

You can setup the NTP (Network Time Protocol) sever after selecting the preferred time-zone. The default

NTP server is time.nist.gov. You can change to any preferred NTP servers. A list of IP addresses for the NTP

servers is provided below:

129.6.15.28 129.6.15.29 132.163.4.101
132.163.4.102 132.163.4.103 128.138.140.44
192.43.244.18 131.107.1.10 69.25.96.13
206.246.118.250 208.184.49.9 64.125.78.85
207.200.81.113 64.236.96.53 68.216.79.113

diately.
In addition, time can be regularly synchronized.

1. Check the Enable Auto Sync box, select preferred time from the drop-down menu.

ing to users’ preference.

Joystick Setup

The NVR allows users to control PTZ cameras or speed dome cameras using external USB joystick controller.

NOTE! This function is ONLY available for Xinput compatible joysticks.
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Follow the steps below to set the joystick setting. Joystick must be connected to the NVR BEFORE the NVR

starts up.

Joysticks Setup: 1

Joysticks Select | 1 -

— 2

& Focus Near | chinge |Mo setting

Aa  Focus Far Change |MNo Setting
@ Irls Open Change | Mo Setting
2 Insclose | change [a]
" zoomin | change ||x
«}+ ZoomoOut | Change ||B

AF | Auto Focus | Change [|Y 3

1. Select 1 from the Joysticks Select drop-down menu.

2. Click| change  from any PTZ function.

3. Press any preferred push-button to bind the key to the function.

4. Click| Apply | to save and apply the settings.

Return to Live View and select any PTZ/speed dome camera channel. Press any push-button assigned with
function to control the PTZ function. You can control PTZ/Speed Dome camera connected to the NVR with

pan function by moving the joystick controller left/right, and control the tilt function by moving the joystick

controller up/down.

Select | unused ~ | from the Joysticks Select menu. Click | Apply | to save the settings.
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System Monitor

I Lbve Wiew (¥} PlaybacksExport

Event Setup:
e el i
T
CPU Temperature Warni
e
Threshold: [HI:I- | *C
joysticks o
i Send Emall

Alarm Out: . 1 2 3 4
Event Management Fan Speed Warning

Metwork Threshald 200 | RPM
Send Emall

storage

Alarm Qut: 1 2 3 4
Liser Management
Hard Disk Warning

Send Emaill

Display

PaE Ma nagement Alarm Out: 1 2 3 a

| apply | cancel

Event Setup

You can setup a full-screen event alert channel.

® Check/un-check "Enable Event Full View" and click| Apply | to enable/disable the function.

System Event Action

You can setup the threshold for system examination, e.g. CPU temperature, fan speed, etc. If the system value
is higher than the set threshold, the NVR will send out e-mails or alarms to give warning notice.

® CPU Temperature Warning: High CPU temperature may cause system defects. You can fill in the pre-
ferred temperature value to prevent CPU from overheating (Default value is 80). Users may also select
the warning type, e.g., Send E-mail or Alarm Out 1 - 4.
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® Fan Speed Warning: High fan speed may cause system defects. You can fill in preferred fan speed
value to prevent fan speed from overload (Default value is 200). Users may also select the warning
type, e.g., Send E-mail or Alarm Out 1 - 4.

® Hard Disk Warning: System can detect if the hard disk has unexpected errors or the read/write speed
is slow and send warning notice to users. Users may also select the warning type, e.g., Send E-mail or
Alarm Out 1 - 4.

Click to save the settings, or click| cancel |to discard changes.

Event Management

You can set the event settings for each selected IP camera. The setting menu displays as follows:

] Event Type:

= 1 Localhast L=
Pl CHT - 1521568513 wenl Acikon:
1Pl CHZ - 192.168.8.100 o Event Trigger
Pl CHE - 192.158.8.98
1P CH4 - 162.168.50.21 Channel Setup:
IPa®, CHS - 152.188.50.22 Set

Pl CHE - 192.168.50.23

Snapahol han:
1P, CHT - 192.168.50.24 ot

P, CHE - 192.168.50.25 W Enable | Se: | CIF

1P, CHO - 192.168,50.26 Send Emalt:

P, CHIO - 192.168.50.27 Easbia

Pl CH1T - 192.168.50. 28

\Prt CH1Z - 192, 160.50.29 Send Push Notficatian:

P, CH13 - 192.168.50.35 Enable

1Pl CH14 - 192, 168.50.31 R

P, CH1S - 192.168.50.32

1P, CH1E - 192.168.50.36 1 2 2 4
NVR Event Setup PTZ Action:

Enable PTZ
Apply Cancel Default

Default Configure

You can setup the default event actions that can be apply to every camera.

1.
2.

Check the Event Trigger box to enable event trigger.

Set event actions, snapshot, e-mail sending, etc.
Click!_A;_m_El_;_f_jl to save the settings or click!: Cancel | to reload the current settings.
Select any site from Localhost and click| Default | to load preset default settings.

Click!_A;_]_EI_;_f__-l to save the loaded default configuration settings from Default Configure.
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Event Action

® Event Trigger: Check the box to enable Event Trigger function.

® Snapshot Options: Check the box and select the snapshot resolution from the drop-down menu and

triggered. You can view all event snapshots under Playback/Export > Snapshot By Event.

® Send Email: Enable e-mail notification function and the NVR will send event notification to the preset

® Send Push Notification: Enable Push Notification function and make sure to download the mobile app
MOBOTIX NVR App in advance. The NVR will send event notification to user’s mobile phone via the

® PTZ Action: PTZ action enables the camera to turn to the target position when an event is triggered
and return to the set position when the event is over. Follow the steps to configure PTZ actions:

PTZ Actlon:
1 + Enable PTZ CH2 =

Action 3

Tilt | 37

¢ Target: Pan <143 Zoom O > Positloning Go

¢/ Return:  Pan | 163 Tt | 38 Zoom (O « | |Positloning Go

H2 - Howard_test_green_testl

1. Check the Enable PTZ box and select the channel to perform Pan/Tilt/Zoom action from the drop-down
list.

2. Click and move the control button to pan/tilt. Press the zoom in/out button to control the zoom ratio.

3. Check the Target box and click EE’osltlonlngi; the coordinates of the set position in Step 2 will be shown.

You can also manually setup the coordinates and zoom ratio by clicking the UP/DOWN buttons or typing.

Follow Step 2 ~ Step 3 to setup the Return position.

After finishing setup, clickl Go |to check if the camera turns to the preferred position as previously set.
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Local Host
You can setup event setting for each individual camera connected to the NVR.

Cenfigure Event Type:
Default Configure
+ ' Localhost Motkon
Pl CHY - 192168821 CH
CH2 - 192.168.8.105

Pet, CH3 - 152.168.8.110
v et Setup
Pok

c 23 *
te/Time

ks

tem Monitor

a0t Management

1 Management
Management

Event Action:
¢ Event Trigger
Snapshot Option:
| vaconoats | P

Send Email:
Enable

Apply Cancel Copy Default

Select a camera site from Localhost list.

Moo=

Check the Event Trigger box to enable event trigger.

w

Select the event type Video Loss, Motion, and Video Analysis (IP camera needs to support this feature to
have the option)
4. Setup the event actions. Please refer to Default Configure under section Event Management for further

instruction.

NOTE! Before setup the event action of Motion/Video Analysis in Event Management, please enable show
event trigger and configure the settings in Camera Motion Setup/Camera Video Analysis Setup under Live
View tab.
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NVR Event Setup (Optional)
You can setup NVR alarm type and event actions.

Crnfigune Everd Type
Dwlaull Configure ey = | ] =
Lstalail
W 1 - 15206030 3 Bvent Arien
o Bvenk Trgger
Chaneed Setep:
ol
acnihol Deolon
o Enalle v | CIF
prad [madt
Eraste
fend Fush Moo fication:
Enakie
darm it
1 1 3
P AT
Enalle FTZ

« OOy

Bpoly Cancel Dlleus

Follow the steps to setup event trigger for the NVR.
1. Select NVR Event Type (Alarm 1~4) from the drop-down menu.
2. Check the Event Trigger box to enable event trigger.

3. Click| set |[toapply the settings to the selected cameras.

4. Set the event actions.

Users may also click | Default | to apply the configuration set in Default Configure.

Network

Network menu allows users to change the network interface settings such as IP address, Subnet mask, etc.

Check with the network administrator and/or network service provider for more information.

NOTE!
Keep individual network interface under different IP address (e.g. 192.168.10.xxx & 192.168.11.xxx) to avoid

interface conflict and failing to detect IP cameras.
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Ethernet Setup

Intarface:

AN
MAC Address:

O D e 1 PR
DMCP Sefup:

o Enginds DHOP

1Pz
Addness:
Subnet Marc
Defoult Gabeway: |
Primany IDNG:
Secandany DN

|
<
|

1P
Enatibs i

Address: | |
Subnet M | l

Delaul Sateway: | |

Foris
HEtp Part: {88
BTSP Server Port: (534 ]

Interface

® WAN1: Select this to set WAN 1 configuration.
® WAN2: Select this to set WAN 2 configuration.

B LAN1/2: Select this to set LAN1 and LAN2 and the PoE switch’s configuration.

NOTE! LAN1 and LAN2 share the same network setting because they are combined to work as
redundant network interfaces.

MAC Address

You can see the selected interface’s MAC Address.
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DHCP Setup

DHCP function allows the NVR to obtain a dynamic IP address from DHCP (Dynamic Host Configuration Pro-
tocol) server when the NVR boots up. Using DHCP, the settings are dynamic and will change every time the
NVR powers on or off, depending on the network setup.

NOTE! This setting only applies to a WAN port of the MOVE NVR itself. Camera IP addresses of the PoE ports
will be assigned by the integrated DHCP server as explained in the sections POE Management Setup, p. 91
and Add Device, p. 111.

1. Check the Enable DHCP box and click?:_ Restart__l, a dynamic IP address will be assigned to the NVR. In

this setting, Ethernet configurations for IPv4 sections including IP address, subnet Mask, Default Gateway,
and DNS will be applied automatically and cannot be modified by users.

2. If the NVR is expecting to be used under a fixed IP address, un-check the Enable DHCP box to manually
configure the IP Address, Subnet Mask, Default Gateway, and DNS. Contact network system admin-
istrators or IT personnel for more details.

IPv4

1. In the WAN configuration menu, if users decide to set the NVR under a fixed IP address, users must com-
plete all the related settings.
2. In the LAN configuration menu, you can setup LAN network IP address, subnet mask, etc. individually.
B Address: You can configure the IP (Internet Protocol) address of the NVR. IP address is the iden-

tifier for the NVR on a TCP/IP LAN.

® Subnet Mask: A 32-bit netmask, is used to divide an IP address into subnets and specify the net-
works’ available hosts. The value is defined by network administrator, and the form looks similar to
255.255.255.255.

B Default Gateway: Gateway is a node on a network that serves as an entrance to another network.
NVR can reach other devices on different network (AP/Hub/Switch).

® Primary DNS & Secondary DNS: You can specify the IP address of the Domain Name Space asso-
ciated with the NVR. If the server is unavailable when using DHCP, the NVR will continue searching
for the network server until it times out or finds a new available one.

IPv6e

1. Under WAN configuration menu, if users decide to set the NVR under a fixed IP address, users must com-
plete all the related settings. Check the Enable IPv6 enable this function.

2. Under LAN configuration menu, you can setup LAN network IP address, subnet mask, etc. individually.
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B Address: You can configure the IP (Internet Protocol) address of the NVR. IP address is the identifier for
the NVR on a TCP/IP LAN.

® Subnet Mask: A 128-bit netmask is used to divide an IP address into subnets and specify the networks’
available hosts. The value is defined by network administrator.

B Default Gateway: Gateway is a node on a network that serves as an entrance to another network. NVR
can reach other devices on different network (AP/Hub/Switch).

Port

B HTTP Port: The default HTTP Port is 80.

B RTSP Server Port: The default RTSP Port is 554.

QR Code

Scan the QR Code via the mobile app MOBOTIX NVR App to get the IPv4 information.

Save Settings
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Email Setup

You can define the e-mail for receiving event/alarm notices.

O Live View (¥} Playback/Export

Language SMTP Server:

General Gmatl -
Server Site: | |
Network ROrt: I |
Account: | |
Ethernet
Password: | |
Emall
DDNS Email Recipient:
e Emall Address: |
STUMN/TURN
User Management
Display
Apply Cancel

PoE Management

Video Analysis

SMTP Server

You can select preferred SMTP (Simple Mail Transfer Protocol) server. Default options are Gmail and Yahoo
Mail, you can also choose Custom to setup personal SMTP server.

® Server Site: The NVR will automatically retrieve the server information from both Gmail and Yahoo
SMTP server. You can only change this field under Custom.

® Port: You can change SMTP port to the preferred port. SMTP is commonly used for operating over Inter-
net port 465.

® SSL: SSL (Secure Sockets Layer) provides communication security over the Internet. Check or un-check
the box to enable or disable SSL connection. SSL is enabled by default.

B Account: You can setup the SMTP account. Enter corresponding user name to the SMTP server. User
account is usually e-mail address.

B password: Enter the password related to above SMTP account.
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Email Recipient
Edit the e-mail address where event/alarm notification will be sent. Refer to the following to setup all the
required information.

® Email Address: Enter preferred e-mail address for event or alarm notifications.

Click| ApﬂlL! to save the settings, or clickl' Cancel 'i to reload current settings.

DDNS Setup

L Lhee Whaw (=) Playback/Export

' Enable DDNS

Géneral

_ Server Name: | [view -
Hostname: | |
[ hewok | | |
Ethernet | |
Port: (a0 |

Drommalm name: FLAA

Apply Cancel

Enable DDNS: Check the box to enable Dynamic Domain Name Service or un-check to disable.
Server Name: Choose the service provider, default options include: DynDNS, ChangelP and NolP.
Hostname Set up a domain name used for entering the NVR through internet on remote PC.
Username: Enter the DDNS user name here.

Password: Enter corresponding DDNS user’s password here.

SR LI A

Port: Set up the port for DDNS.
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® Domain name: The current domain name set for NVR will be displayed here.

Click| apply |to save the settings, or click| cancel |to reload current settings.

Storage Setup

Storage Setup provides users detailed information of the internal HDDs, format, repair the internal HDDs, etc.
Cloud storage like NAS device is also included to store snapshots and recording videos.

P00 G of Jev 0008

Inac vt |
I oM e 0

NOTE! If HDD is removed during operation (hot-swappable), please click the refresh icon next to Disk List
to display current workable HDDs.

Local Storage Setup

® Click the HDD icon k&4 and the drop-down list will be displayed as below including three options,
Format Disk, Show Disk/Smart Info and Repair Disk.
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RAID Device:
Devicel : Mo RAID /1 disk{s) |create RaID - |
Device2 : Mo RAID /1 disk(s) | Create RAID - |
Disk List:

Record Group1

0 Used Space: 604,16 GB of 898.07 GB

N 000 e
* 0% 25% 50% 75% 100%

Format Disk

Show Disk/Smart Infa

Repair Digk

Format Disk

You can format the selected HDD. Select this option and a warning window will pop up. Click OK to start

formatting the HDD, or click Cancel to stop.

Show Disk/Smart Info

You can view and check brief information and Smart (Self-Monitoring Analysis and Reporting Technology)
information of the selected HDDs.

Smart Info
Disk Info: 1
Disk Model: WDC WD40PURX-64GVNY0
Disk Serial Number: WD-WCC4E0953615
Disk Firmware: 80.00A80
Disk Capacity: 4000787030016 Bytes
Smart Info:

D~ Attribute _Current ~ Worst =~ Threshold = Raw Value Status -
01  Read Error Rate 200 200 51 0

03  Spin-Up Time 190 173 21 7458
04  Start/Stop Count 100 100 0 730
05  Reallocated Sectors Count 200 200 140 0

07  Seek Error Rate 200 200 0 0

09  Power-On Hours 64 64 0 26365
0A  Spin Retry Count 100 100 0 0

0B  Calibration Retry Count 100 100 0 0

0C  Power_Cycle Count 100 100 0 667
CO0  Power-Off Retract Count 200 200 0 564
Cl Load Cycle Count 200 200 0 383
C2 Temperature Celsius 112 99 0 40

C4  Reallocated Event Count 200 200 0 1]

C5  Current Pending Sector 200 200 0 0

C6  Offline Uncorrectable 100 253 0 [1]

C7  UDMA CRC Error Count 200 200 0 2

C8  Multi Zone Error Rate 100 253 0 0

Close
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Repair Disk

1. When error occurred on the selected disk, execute this function to repair the HDD before formatting. A
warning window will pop up before repairing the HDDs.

2. Select OK to proceed, or click Cancel to stop.

Create RAID (Requires 2 or More HDDs)

The NVR includes RAID function to provide more efficient and secure use of storage space.
NOTE! DO NOT connect additional HDD after setting up RAID. Otherwise, please delete RAID and recreate.

Click Create RAID and select the preferred available configuration option. Click OK to continue or click

Cancel to stop.

—

H04.16 88 of §98.07 08
Enactivate

504,16 08 0f $98.07 08 .
Iractivate ||

oo |
To remove the RAID configuration, click Delete RAID and select OK to continue or click Cancel to stop.

NOTE! All partitions and data stored on the HDD within the RAID will be deleted when RAID is deleted.

604,16 08 of 838,07 08
tnacthiate
S0H 755 1004
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RAID Levels

NVR Type Raid Level
8/16 channel models B Q: Striping only, no redundancy
B 1: Mirroring
64 channel model ® 0: Striping only, no redundancy
B 1: Mirroring
B 5: Block-level striping with distributed parity

® 10: Combination of RAID levels 1 and 0

For more information on RAID levels, see Standard RAID levels (Wikipedia).

HDD Error

The NVR will send out warning notice of HDD Error when the data format of the HDD does not correspond to
the setting of the NVR, or when the HDD is inactivated. You can re-format the disk, activate the HDD recoding
function, or replace a new HDD accordingly.

Replacing a Defective RAID HDD

NOTE!
It is highly recommended to use a new hard disk when replacing a defective drive. If you want to use a
hard disk that had been part of a RAID system, make sure to format the disk before adding it to the RAID.

If this step is omitted, the system will not recognize the hard disk after rebooting!

Proceed as follows to replace a HDD for which the system has thrown an HDD error (see section above).

B Unmount the defective hard disk (see section HDD Installation in the Quick Installation).

® Unlock the hard disk tray, remove it and install a new hard disk, then insert and lock the hard disk

tray at its original position (see section HDD Installation in the Quick Installation).

B Mount the new hard disk.
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B |If you installed a hard disk that had been used before, make sure to format the disk (see section
Format Disk, p. 70).

® Add the hard disk to the RAID.

Cloud Storage Setup

You can choose cloud storage like Dropbox or Google Drive to export recorded videos or captured images. Fol-
low the instructions below to setup personal cloud storage on the NVR.

Lain guag,

 usedspace 0.05G8 of 200GE
Eystem - e l — . i
- - [ 25% 0% % 100

Storsge

6.00 GB of 15,00 GB

A
o
]

% L0 100%

Uger Managermant

2

Pol Mafagement

73 /158



NVR Setup
Storage Setup

Setup Dropbox Cloud Storage

1. Click on Dropbox icon and select Add Account.

2. Enter the email address and password for the Dropbox account and click Sign in.

e

Sign in to Dropbox to link with VMS Cloud

Please copy the authorization code and paste it below

E (]*]
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3. The NVR will ask for authorization to access Dropbox. Select Allow.

@ -
WIS Clisl winicl @@ RO 30 08 pen pioer, Apos - WWES
Cload, insyichy yoar Drppdarc. Liem modp
¢ﬂﬂ
Pleang copy the suthoriration podle and pasie & Brlow
Chada

| &

Storage Setup
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4. Click Close to exit the setting window.

g =

rcrpan! Wil Clowsd iy compdied ovor Crepice

PREQE DOgiy The SRS 3000 Code Bl paant it bl

A message indicating authentication is successfully granted will appear. Click OK to confirm.
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Setup Google Drive Cloud Storage

1. Click on Google Drive icon and select Add Account.

2. Enter the email address and password for the Google account and click Sign in.

Google

Sign in with your Google Account

Need hely
One Google Account for everything Google

GMROL d @

Google Privacy Terms

Please copy the authorization code and paste it below
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3. The NVR will ask for authorization to access Google Drive. Select Allow.

* VMS Cloud would like to:

& View and manage Google Drive files and folders
that you have opened or created with this app

‘. View and manage the files in your Google Drive

" View and manage its own configuration data in
your Google Drive

View and manage metadata of files in your Google
& Drive

By clicking Allow, you aliow this app and Google 10 use your information in accordance with
their respective terms of service and privacy policies. You can change this and other

Account Permissions al any time
= @

Please copy the authorization code and paste it below

Google N
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4. Copy and Paste the code to the entry field at the bottom of the window.

Google I

v paste it there:

Please copy the authorizatih code and paste it below 2
dwm0eJSXzCmQhp-MNWOCSEKG6MckF8olyo_3hM)| s

5. Click Close to exit after finish.

A message indicating authentication is successfully granted will appear. Click OK to confirm.

Refresh Cloud Storage Usage

Click the Dropbox/Google Drive icon and select Reload Information. Selected cloud storage information will

be refreshed.
L Used Space:
E Used Space:
- 0%

Delete Account
I Reload Information I

Delete Account

Heload Intormation

(Dropbox) (Google Drive)

79 /158



NVR Setup
Storage Setup

Stop Using Dropbox/Google Drive Cloud Storage

Click the Dropbox/Google Drive icon and select Delete Account to delete the account. Once account is
removed on the NVR, system will no longer have access to personal cloud storage.

Used space:
E; .i Used Space:
L" = 0%
| Delete Account I
Reload Information
Delete Account
Heload Intormation

(Dropbox) (Google Drive)

Login with another User Account using Dropbox

1. Select Delete Account to remove Dropbox account.

2. Select Add Account to add new Dropbox account.
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3. Click the user account name after the pop-up window loaded previous login user information then click
on @ username and select @ Sign Out.

VMS Cloud would like access to its own folder, Apps
Cloud, inside your Dropbox. Learn more

Cancel

Allow

Please copy the authorization code and paste it below

4. After successfully sign out current user, follow the instructions described under section Setup Dropbox
Cloud Storage to login with another user account.

Login with another User Account using Google Chrome

1. Select Delete Account to remove Google Drive account.

2. Select Add Account to add new Google Drive account.
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3. Click the user account name after the pop-up window loaded previous login user information as indicated
in the following figure.

= WS Cloud would e foc

L Wi el aagd Googie Do Ny o Foidens
tha e P prare s o presdes w T M e

.‘,. Wi B marage TheE e s i your ooge Do

"- i el A BY S GO ol Sara i
yaur Clasge D

Ve ad marage Perlacle of fTes 0 0 Googe
L [y

T s ey e pem akor o e g b o fr b o e w
Faw v b wren ol moan e ey B e e b s e

&t S W R e
-~ =

PREIALE Oy Th S0 3000 COde v prine I Dl

[ cene |
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4. Select Add account to sign in with new user account and password, then select Sign in.

Go-gle —

m—

= WS Cloud would iy

'L Wl ared vdeagl Geog P Dbty
I yorafung cpgred of drodind wifh

L “hlﬂ'mﬁﬂlrliliwm.-

L Y ard rarage By gen conlgaraton deien
mﬁﬂg‘dﬂlw

Y ard raregr mrdackees o e n oy diaage
c RS

By (b S i R P g el e e W RS Y08 T R e
Fow Sy Dot B 0 bomf i ] e RS P Py B i P

iuaF | T T H by W
n

Pieass cogy the subarisaion cede avd pasie it below

5. The NVR will request authorization to access Google Drive. Select Allow.
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6. Copy and Paste the authorization code to the entry field at the bottom of the window.

paste it there:

Please copy the auﬂlorizati' code and paste it below 2
tdmOeJSXz(mehp-MNWO(sEktGGMthSono_BhM| | e

7. Click Close to exit the setting window.

A message indicating authentication is successfully granted will appear. Click OK to confirm.

84 /158



NVR Setup
Storage Setup

NAS Setup

The NVR allows ISCSI Protocol NAS (Network Attached Storage) device to store snapshots and recorded
videos. Follow the steps below to setup NAS configuration.

[ Live View layback/Export

Language Local IQN Name:
General iqn.2005-03.org.open-iscsi:619e3eaacdb
System MAS Device

Metwork Add NAS Device

Storage

Local Storage

Cloud Storage

1. Click Set to add NAS device after connecting to the NVR.

2. After login window pops up, choose Anonymous or enter Account and Password in the entry field to log
in. Click OK to continue.

3. Enter the IP address of the NAS and click Search.

4. The NVR will search and display the NAS IQN name list. Select corresponded NAS IQN name and click Con-
nect.

5. Once the NAS has connected successfully, click Activate and assign the NAS device to a record group

from the drop-down list. To stop the recording of the NAS, click Inactivate of the selected NAS device.

T
m Iqn. 2005 03.org apeneiscsl:thzBradd3sis

B o [

EEE e

e space n08Go af 1203238
Display

o

NOTE! Multiple record groups are provided only for NVR models with more than 8GB RAM.
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User Management Setup

You can add/edit/delete user accounts with customized authority. Maximum additional user’s number for the
system is six.

O Live View (® Playback/Export @ Add

+" User is allowed to use this function.

K user is not allowed to use this function.
Device PTZ _ Playback Setup  Covert
um v | v | v | v | o

BTN - x X x  x o

User Management Add Edit Delete

Display
POE Management

Apply Cancel

Add a New User Account
Follow the steps below to create a new user account.

1. In User Authority Setup, click|  add 'to create new user.

2. Setup new account with user name and password.

3. Click[__ok__|to finish creating new user.

NOTE! To setup user name and password, refer to the form below for the NVR setting rule of user name and
password length and character categories.

Username Password
Length 2-32 characters 6-20 characters
Character Categories 1. alphabets "A-Z"/"a-z" 1. alphabets and numbers "A-Z"/"a-z" and
2. numbers "0-9" "0-9"
3. the ONLY special character avail- (at least one alphabet and one number)
able 2. special characters "!#$%&'-.@"_~"
underscores “_"

(except of the first character)
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Edit User Account

1. In User Authority Setup, select user account and click to configure User Information setting.

2. Edit the user name.

3. Click and enter new password to edit selected user’s password.

4. Click[__ok__|to confirm changing password, or click| cancel | to stop.
5. After changing selected user name and password, click to save and apply the changes for selec-

ted user.

Delete User Account

® To delete user account, select the user name and click| Delete

NOTE!
You cannot delete both default accounts Admin and Guest.

Setup User Permissions (Authorities)

1. Set access permissions to the functions listed in the User Management setting menu.

- \/ represents the user account is authorized to access the function.

- x represents the user account is not authorized to access the function.

NOTE!
The preset account Guest can only view live streaming channel under the Live View.

Device: Access to the Add Device function tab

B PTZ: Access to control the Camera PTZ functions in Live View

B Playback: Access to the Playback/Export function tab to configure the videos/snapshots stored in the
system

B Setup: Access to enter Setup function tab and change NVR system configurations

B Covert IP Cameras: You can decide which channels to be seen or hidden when certain user accounts

login.
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2. Click # (Covert Setting) corresponding to the desired user account to enter the setting menu.

| IF cHol ¥ cHO2 [ CHO3 I CHO4 4
F cHOS [T CHO6 [T CHOT [T CHOB
I cHes [T cHig [T CHi1 [T cwi2
F CH13 [F cHid [T ¢His I CHIG
T CH1? ¥ CHIE [V CH19 IF CHio
T CHN 7 CHZZ2 [ CHE3 T CH24

_seectan | | ok | [ concel | |

i

3. Check the channel box to reject user access.

4. Un-check the channel box to allow user access.

5. Click| selectan |to check or un-check all channels.

6. Click to save and apply the setting, or click| cancel |to discard the changes.

Display Setup

Fegtwenti

Vides Display Mode:
Mode: | Live View =

User ‘-‘l'l#l'_ﬁ'fltﬂr

Ibomitor lefo:
Resclgtior: F330m 1080 60H2
Comnecior HDMEY

Appiy Cancel

The NVR supports up to 2x 1080p displays, with the following display modes available:
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1. Live view (default): On the second monitor, users could select important channels to focus. Users could

configure what channels they would like to focus by clicking £k in the second monitor. A camera list will
then displayed on monitor 1 for users to select.

i Live View &l EMap

<

~ ' CameraView !
et CH2 - 192.168.161.47
Pst CH3 - 192.168.6.149
iP#% CH4 - 192.168.161.43

Hybrid View Aut

CH1 - MegaPixelCamera
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2. Normal: The system will extend across two monitors.

Configuring the Monitors

Before powering up the NVR system, make sure the HDMI and/or DisplayPort cable is connected to both the
monitor and the system. The NVR will automatically detect the display output and adjust display resolution

upon startup. The NVR will define the DisplayPort monitor as the primary monitor and the HDMI monitor as
the secondary monitor.

1. If users wish to change the order of the monitors, click and drag to drop selected monitor to preferred loc-
ation.

2. Click !j._p_;ll)_r_'i to save the settings and the NVR will reset the order of monitor display, or clickii Cancel_:i

to reload current settings.

NOTE! System cannot extend display view on 4K monitor.

If user wants to upgrade from 1080p resolution display to 4K resolution display, system needs to reboot and
rescale for best image quality.

PoE Management

You can access PoE port status and manage PoE ports.
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PoE Management Setup
Click to display the PoE switch setting menu.

o 1

“ I
TR e e >3

WETen | e | e ] | 3 | b [ Pollwipn | Peswiien | Folfoss | Pl e

LA SN [ N ] [T] = - [er———

* i L T [T w - [T] - e G i L

] Lo tBliings o ] ] [ e [TRPETR

& FELA SN Bilinga [ 2 ] 1] [~ Dsnmscnd

% L Bdtege = T e s srmnred

ML  SRSEITALDY 100 e o ] u [~ [

r - FIMLHE | MO IR b LY ] ] i Casaited

L LT Vg LT o ] 1] = Comaard

No. Item Description
1 Re-scan Refresh and scan all ports to see if there is any new IP camera connected to the sys-
tem.

1. Click S and a warning message will appear.

2. Click OK to proceed or select Cancel to stop.

2 PoE Switch The number of connected PoE switches will be displayed here. The first icon (from left
Topology to right) represents the NVR and the second icon represents the PoE switch on the
back of the NVR. Click on the device icon to select and display related information
under Device Info.
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No. Item Description

3 Device Info You can check the basic information of the selected NVR or PoE switch. Model name,

model IP, MAC, ID, and total power output of the selected device will be displayed.

4 PoE Port Man- B RJ45 Port: List the number of PoE port
men
agement ® Name: The name of the IP camera connected to the port
® Model: Model name of the IP camera

® |P: The IP address of the connected IP camera is assigned by the NVR according
to which PoE port the IP camera is connected to.

NOTE!

® By default, the DHCP server will automatically assign IP addresses in the
range 192.168.51.2 to 192.168.51.25 for cameras connected to the
integrated PoE ports (last number = PoE port number + 1).

B To change the IP address range, see the section DHCP Server Settings,
p. 95.

® MAC: The MAC address of the IP camera
® Link Status: Network connection speed of the IP camera
® Link Quality: Network connection status of the IP camera
® PoE Budget

— AF represents PoE standard IEEE 802.3af.

— AT represents PoE standard IEEE 802.3at.
You can switch to preferred PoE standard based on the needs.

® Power (Watt): Power consumption status of the PoE port

® PoE Power: Select ON to enable PoE for selected port. Select OFF to disable
PoE for selected port.

® PoE Status: Check if the PoE port is connected with an IP camera or not.

Advanced Settings

The Advanced page allows users to access the complete settings of the POE Switch.

NOTE! It is suggested to consult the NVR suppliers BEFORE entering this page. Incorrect settings may cause
malfunctions of the NVR.

92 /158



NVR Setup
Advanced Settings

Double click the NVR icon. Once the pop-up login window appears, enter the administrator account "admin",

and enter the password to login as the Web Management system administrator.

Retran Device bonadl = 0

5007
o SO SN

Swtich Musagemend

System Information Settings

This page displays the system information including MAC Address, Firmware Version, Uptime, Device Name,
Comment, Location and Contact. You can configure the setting in System Information under System. See
below for further setting instructions.

MAC Address 66:09:07:03:04:09

Firmware Version v2.7

Uptime 01:13:33

Device Mame IP1829

Comment switch

Location :bnsiiiun

Contact ICPIus :

| Apply |

NOTE! The maximum character limit for each field is 15 characters.
Parameter Description
MAC Address Display the MAC Address of the PoE switch
Firmware Version Display the firmware version of the PoE switch
Uptime Display the last boot up time
Device Name Enter the name of the PoE switch

93 /158



NVR Setup
Advanced Settings

Parameter Description

Comment Enter the purpose of the PoE switch
Location Enter the location of the PoE switch
Contact Enter the content of the PoE switch

IP Configuration Settings

You can configure the IPv4 and IPv6 Address setting manually, or use the DHCP server to assign the IPv4 and

IPv6 Address automatically under in ISystem > IP Configuration.

Load Factory Defaults

To return the setting to the factory default, click Load Default to recover switch default setting excluding the
IP address, User name and Password. You can configure the setting in System > Load Factory Default.

T —prr—
Click "Load Default" to recover switch default setting excluding the IP address, User hame and Password.
| Load Defautt |

NOTE! The Load Factory Default function can only return this PoE switch to the default setting. The User

Name, Password and IP Address setting would remain the same.

Parameter Description

Load Default Return to the default setting

Update Firmware

You can update the firmware version of this PoE switch. Click to select the update file. Next, click

Apply | to update the firmware. You can configure the setting in System > Firmware Update.
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Cumrent Firrmware Viersion
Firrmware Date ©
Enter the path and name of the upgrade file then click the “Apply” button below,
[ b W | |
Apphy
Parameter Description

Select the File ()

Select the firmware file to update

DHCP Server Settings

To set up the DHCP Server, open Advanced Features > DHCP Server.

® By default, the DHCP server will automatically assign IP addresses in the range 192.168.51.2 to

192.168.51.25 for cameras connected to the integrated PoE ports (last number = PoE port number + 1).

[P Satup
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Setting a Different IP Address Range

B Enter the first address of the IP address range in the IP Starts from field. The following rules apply:

B You should only use addresses that start with either 10.xxx.xxx., 172.16.XxX. or 192,168.XXX.
(with xxx being a number from 1 to 254) or else this may interfere with public IP network
addresses.

B The start IP address (the last number of the IP address you set above) can be any number from 2
to 231.

® The last IP address before the start of the range will always be used by the MOVE NVR itself.

EXAMPLE:

If the start address of the range is 192.168.20.21, the NVR would use 192.168.20.20 as its own
IP address. The IP addresses of devices attached to the PoE ports would then start from
192.168.20.21 for port 1 and end with 192.168.20.44 for port 24.

" Click | Apply  to configure the setting.

Disabling the DHCP Server

B Select Disable from the DHCP Setup dropdown.

® Click| Apply  to configure the setting.

96 / 158



Video Analysis Setup

Two video analysis functions that can be set up on the NVR: Face Recognition and
License Plate Recognition.
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Face Recognition
You can set up the database for Face Recognition here.

Face Recognition Setup:

DataBase Status  User:4 Group: 4
User List A B
| Fiter Clear
No. Picture Name Description Group Edit Del
1 P 456 456 mikk fx o
2 face001 test Jkk, mkk fx O
3 ndik bjk O

f
UII
Add User  Delete User  List By Group c

D E F
No. Item Description
A Database Info This shows the brief information of database (including total numbers of
added users/groups).

B Filter Filter is used to search specific User from the database. Click Clear to clear
(User List Only) the search results.

C User List/ This shows the whole information of Users and Groups here. If needed,
Group List Display click {3 to edit or check the pejete POX Of specific User/Group.

D Add User/Group Click to add specific User/Group data.

E Delete User/Group Click to delete specific User/Group data.

F List By User/Group Click the button to change the list viewing mode (By User or By Group).
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Face Recognition

User List/Group List Setup

Follow the steps below to add Users/Groups information.

1. Click | Adduser | from User List.

Face Recognition Setup:

DataBase Status ~ User: 4 Group: 4

User List

No. Picture

Name

456

face001

ndik

Description

456

test

bjk

Group

mikk fx

Jkk, mik fx

Filter |

Clear
Edit Del
o
o
o

£

List By Group

n

RD 610
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2. Enter the user’s name into Name. Fill in Description if needed.

Add User

Face Image List

Save || Cancel

3. Click to apply the setting.
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4, Click & from Face Image List. Choose the image files of the user. Upload at least three images of the
user’s face. The face must take up at least 12% and at most 25% of the image. See the formula below for
how the range of percentages is calculated. More images with multiple angles (both eyes should be
revealed) or various looks of the user, e.g., with/without glasses, with different hairstyles, are preferred.
Supported image formats are JPEG/PNG/BMP. Recommended image size is between 200x200 to
1920x1080 pixels.

Wi

+

&

¥

Formula:
(Wldthf X Helghtf)/(Wldthl X Helghtl) =

Percentage of the face (f) taking up space in an image (i)

5. Click | Save | to apply the setting.
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6. Click|[ usteyGroup | from User List after finishing adding the users.

Face Recognition Setup:
DataBase Status ~ User:4  Group: 4
User List
Filter |
No. Picture Name Description Group
1 F 456 456 mkk fx
2 face001 test Jick, ik fie
3 ndik bjk

m

Add user | Delete user

7. Click| AddGraup | from Group List.

Face Recognition Setup:

DataBase Status ~ User:4 Group: 4

Group List
No. Group Name
1 mikk fx 456, face001
2 ik face001
3 RD 610 Adam
4 RD 620

n

| Add Group | Delete Group [List By Name|

0 0 0O

Clear
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8. Enter the name of the group into Group Name.

Add Group

Group Name

[Group 01 |

Group Member

[JFemale 01
[_IFemale 02
[1Male 01

9. Select the group member(s) into the group.

10. Click | save | to apply the setting.

License Plate Recognition

You can set up the database for License Plate Recognition here.
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License Plate Recognition Setup:

taBase Status  License Plate: 21  Group:
z:ense Plate List = A B
| Fitter | Clear

No. License Plate Description Group Edit Del *
1 5B-1487 x haha, jag o

2 1051-K7 Jog =]

3 AX5-8452 ffe Jag o]

4 SG-8856 keep adding ]

L] DM-9546 more haha, jag O

6 AD-2508 wander haha, jag [+

7 $V-5493 if Jag o

B QC-3489 there O

9 JD-5661 Is haha [+ ]

10 MU-6169 a Jag [+ ]

1 LR-6927 limit Jag [+

12 FT-6196 on haha, jag O

13 AI-1175 how haha L]

14 GU-6727 many haha o

o
m |
|A¢TI-KC_MG F_hleg Delete License Plate  List By Group  Import Export c

E F G H

No.

Item

Database Info

Filter
(License Plate List Only)

License Plate List/
Group List Display

Add License
Plate/Group

Delete License
Plate/Group

List By License
Plate/Group

Import

Export

Description

This shows the brief information of database (including total numbers of

added users/groups).

Filter is used to search specific User from the database. Click Clear to clear

the search results.

This shows the whole information of License Plates and Groups here. If
needed, click ﬁ to edit or check the pelete POX Of specific License

Plate/Group.

Click to add specific License Plate/Group data.
Click to delete specific License Plate/Group data.

Click the button to change the list viewing mode (By License Plateor By
Group).

Click to import License Plate data.

Click to export License Plate data.
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License Plate List/Group List Setup

Follow the steps below to add Users/Groups information.

1. Click | AddLicenss Plate | from License Plate List.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2

License Plate List
No. License Plate

1 $B-1487
2 1051-K7
3 AXS-8452
4 5G-8856
5 DM-9546
& AQ-2508
7 5V-5493
8 QC-3489
9 JD-5661

10 MU-6169
" LR-6927
12 FT-6196

13 AI-1175

14 GU-6727

Add License Plate | Delete License Plate

Description

x
q
fit
keep adding
more

wander

limit
on
how

many

List By Group ~ Import Export

mn

Group
haha, jag

Jog

g

haha, jag
haha, jag

Jog

12
J2g
haha, jag
haha

haha

Filter

o 0 0 0 0 0 0 0 0 0 6 0 0
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2. Enter the license Plate number into License Plate Number. Fill in Description if needed.

Add Lincese Plate

Lincese Plate Number

l |
Description

l |

Group

| Save || Cancel |
3. Click to apply the setting.

4. Click[ usteyGroup | from License Plate List after finishing adding the license plate numbers.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2

License Plate List
Filter | || Clear
No. License Plate Description Group Edit Del
1 58-1487 X haha, jag =]
2 1051-K7 q jag o
3 AXS-8452 ft Jag ]
4 5G-8856 keep adding o
5 DM-9546 more haha, jag o
6 AOD-2508 wander haha, jag o
7 SV-5493 if jag o
8 QC-3489 there o
9 D-5661 Is haha o
10 MU-6169 a Jag o
n LR-6927 limit Jag o
12 FT-6196 on haha, jag ]
13 AI-1175 how haha o
14 GU-6727 many haha o

m

Add License Plate| Delete License Plate Import | Export
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5. Click| Add Group | from Group List.

License Plate Recognition Setup:
DataBase Status  License Plate: 21 Group: 2
Group List
No. Group License Plate Edit Del
5 e $B-1487, DM-9546, AD-2508, |D-5661, FT-6196, Al-1175, GU-6727, o
RS-8972, YB-5129
2 1051-K7, SB-1487, AXS-8452, DM-9546, AO-2508, SV-5493, MU-6169, o
g LR-6927, FT-6196, TN-4980, QA-1895, YB-5129, KY-6828

n

Add Group | Delete Group Import Export

6. Enter the name of the group into Group Name.

Add Group
Group Name

\Group 01
Group Member

- AWX-9999
_ /DR12 UGS

| Save || Cancel |

7. Select the group member(s) into the group.
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8. Click | sava | to apply the setting.

NOTE! The license plate and group data can be imported into other devices. For those who need to
export the data into a database file or to import a database file, please refer to Export the Data-
base/Import the Database.

Export the Database

To export the data, please follow the steps below after the user and group setup.

1. Make sure the external drive is connected to the NVR before exporting the configuration file.

2. Click Eexport and select the preferred export file location.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2
License Plate List

Filter Clear
No. License Plate Description Group Edit Del =
1 SB-1487 x haha, jag L]
2 1051-K7 q jag L]
s AXS-8452 fft jag o
4 5G-8856 keep adding o]
5 DM-9546 more haha, jag e
6 AO-2508 wander haha, jag Q
7 SV-5493 i jag O
8 QC-3489 there o
9 D-5661 is haha o
10 MU-6169 a jag O
n LR-6927 limnit jog o]
12 FT-6196 on haha, jag Lo ]
13 A-1175 how haha o
14 GU-6727 many haha o

m

|Add License Plate| Delete License Plate | List By Group  Import

3. Read the confirmation pop-up window to confirm the exporting file location. Click | anfirm | to start

exporting or click| caneel | to stop.

NOTE! Please export the database file every time before upgrading the XMS system. In addition, please
backup the database file regularly to avoid unexpected conditions.

Import the Database

To import a database file, please follow the steps below after the user and group setup.
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1. Connect the external drive that stores the configuration file to the NVR

2. Click mport | to display the Select File window.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2

License Plate List

No.
1

2

License Plate
5B-1487

1051-K7
AXS-8452
5G-8856
DM-9546
A0-2508
5V-5493
QC-3489
JO-5661
MU-6169
LR-6927
FT-6196
A1175

GU-6727

many

Add License Plate| Delete License Plate mesroup Export

1”

Group
haha, jag

haha, jag

haha, jag

haha

haha, jag
haha

haha

&

S 0 0 0 0 6 0 0 0 0 0 0 OO

3. After selecting the preferred database file, click | €anfirm | to start importing the configuration, or click

| Cancel | to stop.
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Add Device

The NVR can search IP devices through either direct PoE connection or network con-
nection. Please read the instructions for further information regarding how to connect the
IP camera/encoder to the system.

NOTE!

® By default, the cameras will get their IP addresses from the integrated
DHCP server. The default IP address range is 192.168.51.x, network mask is
255.255.255.0, with the first IP address set to 192.168.51.2.

B To edit the IP address range assigned by the NVR and the IP address of a particular
camera, open Setup > PoE/IP Port Management > DHCP Server.

® For more details regarding camera IP addresses and the DHCP setup for the
PoE ports, refer to the section PoE Management Setup, p. 91.
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Adding a Camera

1. Activate the DHCP client of the camera (this is the default behavior on most cameras).

2. Attach the camera to a PoE port of the MOVE NVR-64 or to a PoE switch that is attached to a LAN port of
the MOVE NVR.

3. Enter the Add Device function tab.

4. Select the preferred device type, e.g. MOBOTIX MOVE, Onvif, from the Device Filter drop-down list.

5. Click Re-scan Device icon Q and the NVR will start to search and list the connected devices meeting the

searching criteria.
6. Check Device add to view box in front of the desired IP device(s) to add it to the MOVE NVR.

7. To see the camera IP, open Setup > PoE/IP Port Management > DHCP Server.
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Add Device Window

The following introduces each function appeared on the interface within the Add Device tab.

o6

aadmn ~ | @ M 2003024 060436 - & x

efauk Account

sec (30-120) § Re-scan Device Q Device Fiter Onvif v Found 0 device(s).

Man Sub Frowae o o

Camera Lock 8 Show Picture  Ske Name Type 1P Address MAC Address Protocol Port Usemame Password  Model st = 5 Setup Config

a8 MXVBIASIRVA | MOBOTIX MC - [192.168.178.50 [00:03:C5:CO5A18 RTPIRTSP - (554 80 ladmn essssss [MXVBIASStreami - Steam? mb202203015¢ #

ssesee

AOVE-5-NVR1A-8-PoE | NVR 192,168.178.43 [00:03:C5:C0:42:7A RTP/RTSP - 554 80 [admn ssssssss [MOVES N Streaml - Stream2 O 2002.010127F %

Entry Qnvif 192.169.178.41 RTP/RTSP - (554 80 Jadmn ssasaaan Streami - Stream2 COPWAOZS VD,

3rd Party Onvif: 192.168.178.37 RTP+RTSP - 1554 80  {admn susasans Stream1 Stream2
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No.

Item Description

Default The NVR will apply preset username and password to the new IP device according to the

Account  protocol type. You can modify the default username and password. Default username and

Pane password for IP devices:
IP Device Username Password
IP Camera admin meinsm
ONVIF admin meinsm

Auto Add The NVR system will automatically refresh and add detected IP devices to live view chan-

nel. Auto Add will also enable Auto Refresh function.

Configure Auto Refresh before checking the Auto Add box to activate Auto Add function.

NOTE! The system will not add new IP device when the number of connected devices
reaches the limit.

Auto The NVR system will automatically refresh the Device List by every N seconds. The time dur-

Refresh  ation “N” ranges from 30 to 120 seconds.

Re-scan Click@ to begin searching or refresh the Device List and find all the IP devices that

Device match Filter criteria.

Device Fil- Device Filter is used to select what type of IP device in device search and leave out other

ter types to maintain the list.

IP Device Definition

MOBOTIX MOVE MOBOTIX MOVE H.264 I[P CAM/PTZ

Onvif Onvif IP CAM/PTZ
Clear All ® Click Clear All Device at the bottom-right corner of the monitor, and the NVR will
Device remove all connected IP devices.

Manually You can manually add an IP device to the NVR. Further information will be listed next page.
Add

Device The NVR will list the search result that fulfilled the requirement on the Device List. Further

List information will be listed on the next page.

Manually Add IP Camera to the NVR

Follow the steps to manually add connected IP camera to the NVR.
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1. Click Manually Add; a blank new device column will be added to the Device List.

2. Provide required information for the IP device to corresponding fields. Required information includes:

Site Name, Type, IP Address, Protocol, Streaming Port, User Name and Password.

3. Check the Device add to view box; System will display selected IP device to Live View.

4. To delete the manually added IP devices, click on corresponding to the IP device.

Device List

The NVR will list the IP devices installed in the LAN that meet the searching criteria in the Device List after
device search. You can view the brief settings of the found IP devices in Device List, such as MAC address, IP

address, model type, username/password, etc.
1. To refresh the firmware version for selected IP devices, click G and the system will reload firmware ver-
sion information from all devices.
" B= Details and [a& Largelcons are both provided for users to switch views.
® Details B= Details  : The information of the IP cameras will be listed in columns and you can

check the preview of the IP camera.

® Largelcons [ad Largelcons : System will display brief information of IP devices with preview.

NOTE! If the preview grid shows Not Supported or No snapshot, the selected IP camera does

not support the preview function.

Upgrade Firmware for the Connected IP Device(s)

You can upgrade firmware for the connected IP device(s) through NVR system. Please follow the steps to

upgrade firmware for selected IP device(s).

NOTE! Before upgrading firmware via NVR, make sure an external USB storage device with firmware file(s)

is inserted to the NVR.

1. Click the firmware upgrade icon # on the right side of selected device in the Device List. Upgrade win-

dow Select File will appear.
2. Select the firmware file from the list and click Confirm; an upgrade status bar will appear and show the

firmware upgrade process.

3. Click to return to the Add Device function tab.
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IP Device Connection

Alternatively, you can upgrade a firmware to multiple IP devices by following the steps below:

1. Click # on the top-right of Device List to upgrade firmware to multiple IP devices. A firmware upgrade
window will appear.

2. Click Select to choose a firmware file from the external USB storage device and click Confirm.

3. Select preferred IP cameras from Select Upgrade Devices list and click Confirm. The Notification center

will show the upgrade status of the IP cameras.

& Admin = i g 2v7minoaminsaas ()

4. To stop upgrading firmware to the devices, click Cancel from the firmware upgrade window to return to
the Add Device function tab.

IP Device Connection

The NVR system is capable to add IP devices through network connection or PnP function. Please read the fol-
lowing instructions regarding how to connect IP devices through network connection or PnP function.

Add IP Cameras Connected through PoE Switch (LAN)

Connect IP cameras to the PoE ports located on NVR’s rear panel, the IP cameras will be powered up and con-
nected to the NVR’s network. However, users must manually add the IP cameras to the NVR. Follow the steps
to add the IP cameras to the live viewing.

1. Select the type of the camera next to Device Filter.

2. Click @ The NVR will start to look for the supported IP cameras installed in the same LAN and show it

on Device List, including the IP cameras that are directly connected to NVR’s PoE ports.
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IP Device Connection

3. To find the IP camera, you can check the IP address, MAC address, or preview picture of the IP camera.

NOTE! When the IP camera is connected to NVR’s PoE port, the IP camera will power up and connect to
NVR’s LAN. An IP address will be automatically assign to the IP camera based on which PoE port the IP
camera is connected to. System assigns the IP address with the rule: 192.168.50.(2 x port number + 1).
The IP address for PoE port 4 is 192.168.50.9.

4. Check the Device add to view box to add the IP camera to the Live View.

Add IP Cameras through Network Connection (WAN)

Follow the steps to search and add IP cameras to the NVR via network.

1. Select the type of IP camera codec next to Device Filter.
2. Click @ The NVR will start looking for the supported IP cameras installed in the same WAN and list
them in the Device List.

3. Find a target IP camera from the Device List and check the Device add to view box. The NVR will auto-
matically connect and retrieve the information of the IP camera.
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Record

The Record setup menu allows users to set recording schedules. Please read the instruc-
tions for further information regarding how to setup the recording schedule and event set-

tings of each connected IP camera.

NOTE! Refer to the previous section Event Management for event setup.
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Scheduled Recording

You can create different recording templates and assign recording type for weekly schedule.
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Add/Remove/Rename a Recording Template

1. Click in the Recording Template Configuration to create new template in the template list.
2. Select new template and click D/ or double click the template in the list to rename template.
3. Click OK on the virtual keyboard or press enter to save and apply the setting.

4. To delete recording template, select a recording template and click . The selected recording template

will be removed from the template list.
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Setup Recording Template for IP Camera
Follow the steps to setup a recording template for IP Camera.
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1. Select a recording template from the template list.

2. Three recording types are provided, [l continuous|, (] NoRecord| and [Mll eventonly]. Select the preferred record-

ing type and modify the schedule.
— Continuous: To keep recording in the specified time segment.
— No Record: Not record and save any video data in the specified time segment.

— Event Only: Only record when there is an event occurring in the specified time segment, including

the Post-Alarm videos.

3. Make up recording type and schedule for selected template.
— Click and circle to assign selected recording type to the circled time.
— Click on the numbers (0-23 hour) on top to assign selected recording type to the column.
— Click on weekly days on the left to assign selected recording type to the row.
— Click the top left grid to assign selected recording type to all time.
4. Assign the template to an IP camera. Select a preferred template from the Schedule Template drop-down

list. The NVR will record the site according to the applied template.

NOTE! If the applied schedule template is removed from the template list, the system will auto-
matically replace the schedule template with Default.
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Recording Setup

User can configure the settings for circular recording, alarm behavior, and edge configuration.

3 Live View (&) Playback/Expart

Cirgular Recording
[#] Circular Recording
EEET (... o

Alarm Behavior Configuration

Post-Alarm Recording |'1'5—| seconds(15-120]

Pre-Alarm Recording |n—| Secondsii-120)
Edge Configuration

Edge Archiver Interval [15 | Minutes

Circular Recording

Circular Recording function is to adjust the HDD space usage for the NVR and to store new video data while
overwriting the oldest recorded video.

B Check the box to enable circular recording. If the Circular Recording box is un-checked, the NVR will

stop recording when HDD capacity is full.

Data Life Time

The Data Life Time indicates the duration that the data is saved and recallable in the HDD. Only those data
recorded within Data Life Time will be available for search or playback. Once the video data exceeds Data Life
Time, it will be hidden and cannot be retrieved for playback.

® Check the Data Life Time box to enable this function. Select preferred data life time from the drop-
down list. Note that if users choose 0, the Data Life Time function will be disabled.

NOTE! To playback a video exceeding current Data Life Time, please extend the life time until the recorded

video is included.

Alarm Behavior Configuration

You can setup the pre-alarm/post-alarm video duration to be a part of event videos.
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1. Post-Alarm Recording: Continue recording video after alarm trigger ended. If alarm triggered again dur-
ing the post-alarm period, system will continue recording and restart the counter after alarm ended. The
setting duration is between 15 to 120 seconds.

2. Pre-Alarm Recording: Include recorded video before alarm triggers. The setting duration is between 0 to

120 seconds (0 will disable pre-alarm recording).

NOTE! Normal video recording MUST be enabled to provide video data for the corresponding video

when event triggered.

Edge Configuration

User can configure the channel edge archiver interval. If user enters N minutes in the entry field, the NVR will
check the recorded data every N minute(s) to see if the system needs to activate edge recording retrieval. The

default setting value is 15 minutes.

NOTE! This function is ONLY available when the IP camera is equipped with an edge recording device, e.g.,
SD card.
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Playback/Export

You can playback recorded videos, view snapshots, and export preferred videos or snap-
shots to external storage under Playback/Export function tab. Besides, you can view the
snapshots and export the desired videos or snapshots in this function tab. On the top left
side, you can select the preferred record group from the drop-down list for video playback

and export functions.

m  ackd Device = ecord 0 setup Biog aaamn » | i fhwvnvcsasnsia @
1 siavec - |[@E

2017711708
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Playback Control Bar

Playback control bar is displayed at the bottom of the screen.

Playback Patise Time Data Erase/Protect
Speed Rewind | Play

4
CICICICIC)

| QO ®

2017/ 11 707

Clear Time Tag

Item Description

Playback Click and drag the slider control bar to select playback speed from x1/4, x1/2, x1, x2 or x4.
Speed

Rewind Click @ to reverse playback recorded videos.

Pause Click (J0) to pause the playback.

Play Click @ to start playback recorded videos.

Time Interval  Click and drag the icon ’ to set preferred time interval (time tag) on the time bar. Refer to

the following section for further information.

Clear Time Click pE=IRe M to clear the time tag set on the time bar.
Tag

Start Export  Click [EReaaid to select and export recorded videos.

Data Functions to remove, protect, or bookmark certain parts of the videos. Further information

Erase/Protect will be provided in the following section.

Help Time bar function picture instruction.

Data Erase/Protect/Bookmark

You can assign preferred data to be protected from deletion or modifying and set specific sections of recor-

ded data as bookmark. Alternatively, you can also delete certain recording data.
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Set Data Protection

sagmn - | i QA ommsanera @

stoasec - ||@E

EEY
20 2fll2
T

WP N 2B MM

00000 |« 0 »

270
160000

1. Select underlined date (recording data is available) from the calendar. The yellow stripe in the time bar

indicates what time has recorded videos available.
2. Click and drag the Time Interval icon ’ and drop it to the time bar to select preferred time interval.

3. Adjust preferred time segment by moving the Time Range Adjustment icon ©. Scroll up or down the

mouse wheel to zoom in or out to adjust and select the exact time.

Once the system complete data protection, the icon will return grey. Besides, the time segment of the pro-
tected data will show in green under the time bar.

2016403407
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Cancel Data Protection
Two methods to cancel data protection:

B Time Bar

B Protection List
Time Bar

1. Select and adjust the time segment of the protected data in the time bar using Time Interval icon ’ and

Time Range Adjustment icon 7.

2. Click g Erase/Protect and select E cancel Protection -

3. A confirmation window pops up, click OK to proceed, or click Cancel to stop. The selected time segment
will return to yellow, indicating this part of recording data is not protected and can be deleted/modified.

Protection List

1. Click [RRERVEEM and select [2)Protection List . All protected data will be listed in the Protection List.

2. Click of the selected data item, and click OK after the confirmation window appears to cancel data

protection.

Data Erasion
Follow the steps to remove the desired recording data from the NVR database.

1. Follow Stepl to 3 from Set Data Protection to select time segment of the recorded videos.

2. Click cRENZEENZEE=M and select fiif Erasion .Click OK after the confirmation window pops-up to erase

selected time segment of the recorded videos, or click Cancel to stop.

Selected time segment recorded videos will be removed from the time bar as below.

21:59:25
' Time Imterval ’
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Set Data Bookmarked
Follow the steps to bookmark a section of recoded data.
1. Scroll the time bar and select preferred time to set data bookmark.

2. Click cRENLeRIIEIIM and select ||=]Bookmark |. The Bookmark list window will appear like the following

picture.

Index Time Deascriba Play Delate

1 2017/11/08 05:30:17 test ® '@'

®© @

Deascribe the bookmark: Add Close

3. Name the bookmark under Describe the bookmark.
4. Click| add |and a confirmation dialog will pop up.
5. Click| ok _| to proceed, or click| cancel | to stop.

Play/Delete Bookmarks

1. Click [oAE=RIEENLE=E and select ||=]Bookmark | to display the Bookmark list.

2. Click (®) to play bookmarked video.
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3. To delete bookmark, click and click Ok '_ after confirmation window pops-up to delete the book-

mark, or click| cancel |to stop.

Search/Playback/Export Videos

The NVR system can search and playback preferred recorded videos by date and time. Refer to the following

sections for further information.

Search and Playback Videos by Time/By Multiple HD

This section describes how to search and playback recorded videos. In Local Playback By Multiple HD, the
NVR allows users to play back videos in up to 4-windows using 1080p resolution. Please make sure the video
resolution of the recorded data is 1080p or above.

Select Local Playback By Time or Local Playback By Multiple HD and follow the steps to search and play-
back preferred recorded videos.

Time
Indicator

e 0 (Y | I SOOI X
e L B o (1]

i S WP = e o

el P R

1. Select any underlined date (recording data is available) from the calendar. The yellow stripe in the time
bar indicates what time has recorded videos available.
2. Click and drag the time bar to select preferred time from the time bar. The exact time will appear above

the blue indicator.
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3. Move the mouse cursor to the time bar. Scroll up/down the mouse wheel to adjust the time scale and loc-

ate accurate time.

B 3.1: For users who select Local Playback By Multiple HD, select and check four channel boxes
with recorded data from Select channels to list.

4. Click (D} to playback selected channels’ recorded video.

Export Videos by Time

Please make sure an external USB storage device is connected to the NVR before proceeding to export video
files.

sume » | i @ wvmmsnoa @

s1g4sec - ||

90000 |« 0

o7enser

1. Select preferred underlined date from the calendar. The time bar will display the available recording data
of each channel.

2. Click and drag the Time Interval icon ’ and drop it to the time bar to select preferred time interval.

3. Adjust preferred time segment by moving the Time Range Adjustment icon . Scroll up/down the
mouse wheel to zoom in/out to adjust and select the exact time.

4. Click EEENaaM , an Export window will appear.

B Select and check preferred channel boxes to export videos.
B Select preferred external storage device.

B Choose the video format for exported video. The provided video formats include *.avi, *.raw,

*.mp4, *.mkv and *.mov.
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5. Click Confirm to export the video, or click Cancel to stop.

6. Click OK to confirm after the video is exported to external storage device.

Search/Playback/Export Event Videos

You can find preferred videos recorded by events with advanced searching function. Refer to the following

sections for further information.
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Search and Playback Event Videos

Videos recorded by events include event time, channel or event type. Follow the steps to search event video.

2o = | i g 2ovmesaaniors ()

1. Click the Local Playback By Event or Video Analysis By Event to display the Event Search Filter.
2. Under Local Playback By Event, select and check preferred searching tool(s) to get the best result:

— Check Search By Time box and specify the Start/End time for the time range of the event search.
— Check Search By Channel box to select the desired channels for the event search.

— Check Search By Type box and select event type for the event search. The event types of Local Play-
back/VA are listed below:

Item Event Type

Local Playback Motion, Video Loss, and Alarm

By Event

Video Analysis Intrusion Detection, Loitering Detection, Camera Sabotage, Wrong Direction,
By Event Object Abandoned, Object Counting, Object Removal, and Stopped Vehicle

— Check Search By Index and select which motion index to be searched.

3. Click | searn |to list event videos that meets selected searching criteria.

4. The Event List will list search result in chronological order and includes video information (snapshot,
date/time, event type, alarm index, alarm index, triggered camera, and notes).

5. Click and select an event to playback event video on the viewing display next to the Event List.
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Export Event Videos

Follow the steps to export the event videos.

1. Make sure an external USB storage device is connected to the NVR.

2. Select preferred event videos from the Event List.

3. Click and an Export window will appear. The listed information includes available external stor-
age devices for video exportation, the export data start/end time and the file estimated size.

4, Select preferred external storage device and choose the video format before exporting videos. The

provided video formats include *.avi, *.raw, *.mp4, *.mkv and *.mov.
5. Click Confirm to start the video export process, or click Cancel to stop.

6. After the video export process is completed, click OK to confirm and finish export event videos.

Search and Playback Edge Recordings

The NVR system can search and playback selected channel’s edge recordings (images during connection lost)

from the IP camera(s). Follow the steps to search edge recording videos.

NOTE! Edge Archiver by Channel function is only available for the IP camera(s) equipped with edge record-

ing device, e.g. SD card.

& Admin = | i 4 wsmnsemossca ()

LT

Start | 2019/07/29 PMD&3 -
End  [20190729 PmoE3 -
) Search By Channel
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Click the Edge Archiver by Channel to display the Search Filter.

Under Edge Archiver by Channel, select Start Date and End Date to find edge recording videos within
selected time range.

B To search the videos from a specific IP camera, check Search By Channel box to filter out other
channels’ videos.

Click | searh | to list the videos that fulfills searching criteria.

Edge Recording List will display search results in chronological order and include video information
(Start Time, End Time, and Channel Number).

Select an edge recorded video to playback video on the video display next to Edge Recording List.

View/Export Snapshots

The NVR system can capture the current viewing either in Live View or during the playback. All captured
images are available in Snapshots and event snapshots are available in Snapshot By Event.

No.

1

2

3 ! 6 |

mage2019072 ] imagy image2019072

&
e nags nage: e i
- -- - ! '-'-" _“-“” _“- : :“:‘:-

5 ; Image2019072 | | mmage2019072 ] image2015072 ) image201%072 = image2019072 Image2019072 ) image2015072 | image2013072

O F B LRSS R

-

Item Ilcon Description
Preview - Displays the selected snapshot from the Snapshot List below.
Select All -"’J‘*, Click () to select all snapshots in the Snapshot List.

Ly

135/ 158



Playback/Export
View/Export Snapshots

No. Item Icon Description

3 Export Select snapshot file(s) and click (B) to export the selected file(s).

4 Delete . Select snapshot file(s) in the Snapshot List and click . to delete selected file(s)

(No confirmation message).

5 Snapshot - All captured images will be listed here. Click to select image for image preview
List and snapshot’s information will display in the Snapshot Information panel on the
right.
6 Snapshot - Selected snapshot information including the captured date/time, image res-
Information olution and image size are listed here.

Search and View Event Snapshots

Snapshot By Event A

(» Event () Video Analysis
Event Search Filter

Search By Time

Search By Channel

v Search By Type
Event Type Motion o
Search By Index

The NVR system can search event snapshots by, time, channel or type. Follow the steps to search event snap-
shots.

1. Click Snapshot By Event to display the Event Search Filter.

2. In Snapshot by Event, choose the event category (Event or Video Analysis).
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3. Select and check preferred searching tool(s) to get the best result:
— Check Search By Time box and specify the Start/End time for the time range of the event search.
— Check Search By Channel box to select the desired channels for the event search.

— Check Search By Type box and select event type for the event search. The event types of
Event/Video Analysis are listed below:

Category Event Type

Event Motion, Video Loss, and Alarm

Video Ana- Intrusion Detection, Loitering Detection, Camera Sabotage, Wrong Direction, Abandoned
lysis Object, Object Counting, Object Removal, and Stopped Vehicle

— Check the Search By Index box and select which motion index to be searched (Event Category Only).

4. Click | search |to list event snapshots that meet the searching criteria. You can see the search result in the
snapshot list.

Export Snapshots

Follow the steps to export captured image(s).

NOTE!

Make sure an external USB storage device is connected to the NVR before exporting image files.

1. Check the box to select snapshot file in the Snapshot List, or click @ to select all snapshot files.

2. Click and an Export confirmation window will pop up like the following picture.

" — Select Device N
Device Name Free Size / Total Size
© xxx USB Flash Drive 7487 MB /7492 MB
O o USB Flash Drive 3842 MB / 3844 MB

. S
~ Export Data ~
3 files (s)
e A
Confirm Cancel
b -

3. All connected USB external storage and Cloud Storage will be listed under Select Device for users to

choose preferred file destination. Number of selected file(s) pending on export will be listed under Export
Data.
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4, Select

— USB external storage and click Confirm. A message window will appear after the export process is
complete. Click OK to confirm and finish exporting image.

— Cloud Storage, click Confirm and OK from the pop-up window. The NVR will export image file(s) in
the background. View the upload status by checking Instant Notification £} - Edge.

5. Click Close in the Export window, the system will automatically return to Playback/Export function tab.
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Log

You can check, view, search and export the log data under Log function tab. Refer to the fol-
lowing sections for further information.

s - | § Q) wioesczamossss ()

Start Date: [2019/05/14 AM 11:27:17 | - | End Date: [2019/08/01 AM 112717 || [ Search |

‘ No. = Host category Type Bescription
1 Local system Power on Power Off Boot
2 2015/07/31 AM 112730 Local Menu Login Login : Admin
3 2019/07/31 AM 11:27:30 tocal Menu Record Schedule Changed Circular Changed.
. 2019/07731 AM 113144 Local Menu Add Camera Connect camers.(IP: 192.168.50.21) to CH1
s 2019/07/31 AM 11:31:44 Local Menu Add Camera CoNNeCt cameraiP: 192.168.50.22) 1o CH2.
s 201907731 AM 11:31:84 Local Menu Add Camera Conmect camera.(IP: 192.168.50.23) 1o CH3
7 2015/07/31 AM 11:31:44 Local Menu Add Camera Connect camera.(IP: 192.164.50.24) fo CHa
s 2019/07731 AM 11:31:84 Local Menu Add Camera Connect camera.(IP: 192.168.50.259) to CHS
? 201907731 AM 113144 Local Menu Add Camera Connect camera.(iP: 192.168.50.26) to CHE
10 2019/07/31 AM 11:31:44 Local Menu Add Camera Conmect camera.(IP: 192.168.50.27) to CHT
n 201907731 AM 11:31:44 Local Menu Add Camera Conmect camera.(1P: 192.164.50.28) to CHi
2 2019/07731 AM 11:31:44 Local Menu Add Camera Connect camera.(IP: 192.168.50.29) to CH
3 2019/07731 AM 11:31:84 Local Menu Add Camera Connect camera.(IP: 192.165.50.30) to CH10
2l 2019/07/31 AM 113144 Local Menu Add Camera Connect camera.{IF: 192.168.50.31) 1o CH11
13 2019/07/31 AM 11:31:44 Local Menu Add Camesa Connect camera.{IF; 192.168.50.32) to CH12
16 201907731 AM 11:31:84 Local Menu ‘Add Camera Connect camera.(IF: 192.168.50.33) to CH13
7 2019/07/31 AM 11:31:44 Local Menu Add Camera Connect camera (1P: 192.168.50.34) to CH14
" 2019/07/31 AM 11:31:84 Local Menu Add Camera Connect camera (IP: 192.168.50.35) to CH1S
1 201907731 AM 11:31:44 Local Menu Add Camera Connect camera(IF: 192.168.50.36) to CH16
0 2019/07/31 AM 11:31:57 Local Menu 192.168.50.30)
n 2019/07/31 AM 113213 Local Menu Add Camera Connect camera.(IP: 192.164.51.3) 1o CH10
2 2019/08/01 AM 03:01:99 Local Menu Remove Camera Disconnect camera (1P: 192.168.51.3)
3 2019/08/01 AM 03:01:59 Local Menu Add Camera Connect camera.(IP: 192.168.8.93} to CHIO
E 2019/08401 AM 03:02:06 Local Menu Record Schedule Changed Schedule Changed.
2 2019/08/01 AM 03:10:99 Local Menu 192.168.5021)
Y 2019/08/01 AM 03:10:39 Local Menu Remove Camesa Disconnect camera(IP: 192.168.50.22)
2 2019708701 AM 02:10:59 Local Menu Remove Camera DHCONNECt Camera.(IP: 192.168.50.23)
E] 20190801 AM 03:10:59 tocal Menu 192.168.50.24)
2 2015/08/01 AM 03:10:39 Local Menu : 192.168.50.25)
20 2019/08/01 AM 03:10:59 Local Menu 192.168.50.26)
n 2019/08/01 AM 03:10:39 Local Menu 192.168.50.27)
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Search Log Data

The NVR divides log data into these categories:

B User Operation Log

® |P Camera Event Log
B VA Detected Event Log
® NVR System Event Log

® PoE Switch Event Log

Select preferred log category on the left of the Log tab to view corresponding log data. To search preferred
log data, please refer to the following sections according to selected log category.

Search User Operation/NVR System Event/POE Switch Event Log

Follow the steps to search and view the preferred log data.

1. Assign Start and End Date on the top-left of the function tab to find the log data within selected time

range.

2. Click and the system will search and list the log data within the set time.

O Live View (® Playback/Export

[start Date: [2019/05/14 AM 11:27:17 |~ | End Date: [2019/08/01 AM 11:27:17 | - || _search |

No. ~ Time Host
[ User Operation Log ‘
1 2019/07/31 AM 11:27:12 Local
[iii) IP Camera Event
2 2019/07/31 AM 11:27:30 Local
(i VA Detected Event 3 2019/07/31 AM 11:27:30 Local
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Search IP Camera Event Log

Please follow the steps to search and view the preferred log data.

(®) Playback/Export

@ Add Device

1 IS'tart Date: |2021/08/09 AM 10:25 | = | End Date: |2021/08/16 AM 10:25 |~ |.| search | 3

Mo, Snapshot Time - Channel Title 1P

1 '021/08/16 AM 09:39:3: 4

2 '021/08/16 AM 09:35:1 1

el 3 102170816 AM 09:20:37 1

Type Aiter 4 02170816 AM 09:17:00 3

¥ Motion 5 ‘021708/16 AM 09:14:5¢ 3

¥ Video Loss [ '021/08/16 AM 07:17:2¢ 3

¥ Alarm 7 L021/08/13 AM 10:05:0 3

v Audio 2 g ‘021/08/13 AM 0B:05:5: 2

9 02170813 AM 05:30:41 1

IP Cam Event Search

i Enter IP Cam Event Search |

[iii] VA Detected Event

1. Assign Start and End Date on the top-left of the function tab to find the log data within selected time
range.

2. Select IP camera Event type and enable the preferred type box to see related information. Event type
options include: Motion, Video Loss, and Alarm.

3. Click , and the NVR will search and list the recorded event log data within the set time.

Click |  enteripcam eventsearch | to enter the event search page to view the preferred log data in three chart

types: Bar, Line, or Pie chart.

Search VA Detected Event Log

Please follow the steps to search and view the preferred log data.
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3 Live View

@ Add Device

4 [sert vate: [2021/08/09 am 10:25 |- | £nd Date: [ 2021708731 am 10:25 |l search |3

No. Snapshot Time - Channel Title (]
1 1021/08/19 AM 05:06:3¢ 1 192.16¢
2 1021/08/19 AM 05:02:4¢ 1 192,161
3 1021/08/19 AM 05:02:31 1 192,161
Option 4 021708719 AM D4:58:31 1 192.16¢
VA Type Filter 5 021708719 AM 04:56:5: 1 192.16¢
¥ Intrusion Detection 6 1021/08/19 AM 04:56:2° 1 192,161
¥ Loltering Detection 7 1021/08/19 AM 04:53:21 1 192,164
¥ Camera Sabotage 8 1021/08/19 AM 04:53:00 1 192,164
¥ Wrong Direction 9 1021/08/19 AM 04:53:0« 1 192.16¢
f &a.q¢ 1
¥ Abandoned Object 10 '021/08/19 AM 04:52:1¢ 192,161
n L 151 1 192.16¢
Object Counting 1021/08/19 AM 04:51:51
12 1021/08/1 4411 1 192,161
Object Removal A021/06/ 1AM 04
13 '021/08/19 AM 04:43:5° 1 192,161
Stopped Vehicle
14 '021/08/19 AM 03:16:4« 1 192,16
Face Detection
15 1021/08/19 AM 03:14:4; 1 192.164
Face Recognition
16 1021/08/19 AM 03:08:4 1 192.16¢
License Plate Recognition
17 '021/08/19 AM 03:07:1! 1 192.161
Temperature Alarm 2
18 1021/08/19 AM 02:46:40 1 192,161

1. Assign Start and End Date on the top-left of the function tab to find the log data within selected time
range.

2. Select VA Detected Event type. Check preferred VA type box to see related information. VA event type
options include: Intrusion Detection, Loitering Detection, Camera Sabotage, Wrong Direction, Aban-
doned Object, Object Counting, Object Removal, Stopped Vehicle, Face Detection, Face Recognition,
License Plate Recognition and Temperature Alarm.
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3. Click | seamh |, and the NVR will search and list the recorded event log data within the set time.

Objact Counting
Object Removal

Stopped Vehicle

Face Detection

Face Recognition

License Plate Recognition

Temperature Alarm

VA Event Search

| Enter VA Event Search

Advanced Search

| Enter Advanced Search

i) NVR System Event

[iH] PoE Switch Event

4. Click]| Enter VA Event Search | to enter the event search page to view the preferred log data in three

chart types: Bar, Line, or Pie.
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VA Event Search

VA Event Search

ey e — |
ol o vt -

end Date:

Chart Display: Event Type

Select Type:

2 Ituon Dot 3
a

1. Select the chart type. Check preferred type box to see the log data. The chart type options include: Bar,
Line, and Pie chart. If needed, you can check both Bar and Line type boxes to view a Bar-Line com-
bination chart.

2. Assign Start and End Date on the top-left of the function tab to find the log data within selected time

range (Maximum Time Range: 30 days).

3. Select VA Detected Event type. Check preferred VA type box to see related information. VA event type
options include: Intrusion Detection, Loitering Detection, Camera Sabotage, Wrong Direction, Aban-
doned Object, Object Counting, Object Removal, Stopped Vehicle, Face Detection, Face Recognition,
License Plate Recognition and Temperature Alarm.

Click | search |, and the NVR will search and list the recorded VA detected event log data within the set time.

Advanced Search

To set up the advanced search function, please follow the instructions. The advanced search function is for
searching and listing the VA data of Face Recognition and License Plate Recognition.
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1. Click|  Emeradancedsearch | to enter the event search page to view the preferred log data in three

chart types: Bar, Line, and Pie chart.

Object Counting

Object Remaoval

Stopped Vehicle

Face Detection

Face Recognition

License Plate Recognition

Temperature Alarm

VA Event Search

| Enter WA Event Search

Advanced Search

| Enter Advanced Search '

111 NVR System Event

(1] PoE Switch Event
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2. Fillin the information in each pull-down menu.
(Maximum time range: 30 days; Recognition type: Face Recognition/License Recognition; Search type: by
individual/by group) At least input one keyword about the user name/plate number data OR select the

plate number from the VA database to activate the advanced search.
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3. After filling in the information, click | search

Advanced Search

Time Range: User Defined ”
Start Date: 2021/08M1900:00 -
End Date: 2021/08/26 00:00 -

4

Recognition Type: License Recognition

Search Type: By Individual *

Keyword Input:

Plate: LBC-5678 v
-None- v
-None- v
-None- .
-None- -

v Bar Line Pie

'__ search ||

4. Click capwre to save the screenshot of the data listed.

[ uevee ] 5 ruscistion
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Export Log Data

Make sure USB external storage is connected to the NVR before exporting log data.

1. Select preferred log and click export icon at the top-right corner of the Log tab. The Export con-
firmation window is displayed.

2. Click Confirm to export the log data, or click Cancel to stop.
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NVR Failover Service

Out of the box, the firmware of the MOVE NVR-64 supports its primary function as a Net-
work Video Recorder.

By using an alternative firmware, the MOVE NVR-64 can be used as Failover/Backup server.
Make sure to load this firmware on the target NVR before setting up and configuring the
device. Open the MOBOTIX Download Center www.mobotix.com > Support > Download
Center > Software Downloads and click on MOVE NVR to download the firmware.

If the MOVE NVR-64 is used as Failover/Backup server, it will no longer support the direct
recording functionality.

149 / 158


https://www.mobotix.com/software-downloads
https://www.mobotix.com/software-downloads

NVR Failover Service

Architecture

Architecture

® The purpose of the NVR failover service is to connect backup NVR systems with primary NVR systems
via WAN.

B Cameras that protected by the backup NVR should be connected to the primary backup NVR via PoE
switch, rather than connected to the build-in PoE of the primary system NVRs.

B The firmware of primary NVR system and backup NVR system are different.

Failover Coverage

Primary NVR system Backup NVR system

Primary backup NVR

T
e e

Client backup NVRs

...........

Cameras
connecting with
NVR via PoE port

won’t be

monitored by

------------ Connect via PoE port
backup NVRs

= « = - = Connect via WAN port
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Mechanism

Mechanism

® Monitoring stage: this stage is activated when primary backup NVR is monitoring primary system

Monitoring
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Mechanism

B Backup stage: this stage is activated when the failure is detected

B |f there is only one NVR fails, primary backup NVR will take over.

Backup: 1 NVR failure

KVR 1

NVR 2

NVR 3

NVR 4

NVR S

NVRE

Step1

{Secondary)
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NVR Failover Service

Mechanism

® |f more than one NVR fails, the primary backup NVR will assign the task.

® NVRs report failures to the primary backup NVR.

Backup: 2 NVR failure

NVR 1

HVR 2

NVR 3

NVR &

Step1

® Primary NVR informs Client backup NVRs to take over the task.
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NVR Failover Service
Configuration

® The failed NVRs are taken over by the backup NVRs.

NVR 2 Step 3

NVR 3

Step 2

s Step 3

Configuration

NOTE! The firmware of the backup NVR is different from the firmware of the NVR in the primary system.
Before setting up the configuration below, please confirm that the firmware version is correct. For more
information, please consult the NVR suppliers.
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NVR Failover Service
Configuration

1. Set the redundancy type of current backup NVR

Redundancy type defines the role of the current backup NVR, users could find this setting in Redundancy

Setup under the Redundancy page.
® Primary: Main backup NVR that assigns the backup task to client backup NVR

B Client: Client backup NVR that will execute the failover process assigned by Primary backup NVR

NOTE! Please select only one primary backup NVR in your backup system. The rest would be client
backup NVRs.
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2. Select devices
B Go to Redundancy Management under the Redundancy page.
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B Select NVRs that will be in this system (including backup NVRs and primary NVRs).The status would
be "Connecting".
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After the setting, there would be three possible situations. One is successfully monitoring. The other situ-
ation is backup status activated. The offload situation only happens after the primary NVR failure is
fixed.

Monitoring

This situation occurs when no failover cases happen. Backup system is successfully monitoring the primary
system.
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Configuration
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When there are no failover cases, below is how the Live View page would be like: no camera is con-

nected.
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Backup

This situation occurs when the backup system detects the primary system failure, which activates the backup

process. The status would be Activation.
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When there are failover cases, the Live View page displays the cameras connected to the backup NVR.

NOTE! For those cameras connected to the primary NVR PoE port directly, the backup NVR would not take
over them. Thus, in the Live view page, users will see no camera connection. See CH4 in the below snap-

shot.
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Configuration
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Offload

After the primary system is successfully activated, the backup NVR will offload the files back onto the primary

system. Click £} in the upper right corner of the screen, you can see the download status and progress in
Edge.

NOTE! The Live View screen will remain the same as how the screen is when the backup server is lastly con-
nected to cameras under the primary system. Once the cursor clicks other pages, the Live View screen will
be no camera connection.
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